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v
In the course of this work, several += issues were examined: hybrid diagnostics, knowl edge
engineering costs, user interfaces, and the integration of training and job aiding, The term "hybrid
diagnostich refers to the utilization of multiple sources of knowledge in the development of maintenance
expert systems, in particular (a)-dependency modeling tpotentietiy. derivable from engtneering databases)¢1hd

tb) heuristic expertise of field technicians. In the area of dependency modeling, one source of knowledge .
identified for the prototype was the test program set of the automatic test station. This information

provided the specific measurement values and Tlocations necessary for making measurements during
troubleshooting, Knowledge engineering costs were controlled through use of these test program sets and the
development of a "glass box* editor which permitted knowledge base modifications during program operation.
T
t
The design for the prototype incorporated human-machine interfaces to promote incremental skill acquisition
and to mitigate against mental dependence on the Maintainer's Associate. [Incremental skill development was

also promoted through end-user interfaces which provide a variety of explanations about the reasoning behind
the diagnostic process in a given troubleshooting situation.

In a field demonstration, the prototype Maintainer's Associate received highly favorable ratings for ease’

of use, speed of operation, troubleshooting accuracy, and usefulness for job aiding and training. This
project identified additional research issues in using an expert system diagnostic reasoner as the basis for
intelligent maintenance training simulations and the need to support mental compilation of test strategies
from network dependencies with software tools.
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N SUMMARY :
) .
.Ic
- The concept of a Maintainer's Associate calls for a portable, expert-
L system-based job aiding and training device to assist inexperienced electronics ;
AN maintenance technicians. In order to investigate a variety of issues--hybrid 4
o diagnosis, knowledge engineering, and user interfaces--a prototype Maintainer's h
N Associate was designed and implemented for troubleshooting portions of the F-111 b
b 63883 intermediate-level avionics test station, Both system development software !

) and delivery software are described. In a field demonstration, the prototype 1
S system received highly favorable ratings for ease of use, speed of operation, y
NG troubleshooting accuracy, and usefulness for job aiding and training. Implications £
'\‘:: for future development focused on realizing the training potential of the system, {
N enhancing user interfaces, and expanding the problem domain. p
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CHAPTER !: INTRODUCOTION

This report describes an -tfore concdtioied by the Denver Researsh
Institute (DRI) for the Air Forve Hunws Hosonoes Lasoratory. The foous of thas
research and development (R&D) cff st woe v deselap ent of the techinolyey
for a prototype Maintainer's Associate,

Before this effort is descrthed, e o et 8 G Massoctate” for the
maintenance technician will pe discusseds i v on o 0 wose trom a vartety of
problems, policies, and technologies that have mwiped together to make its
realization both desirahle and feasihle.

Rag 55_5_[' Wt

Current Maintenance Shortcorninigs

There are many widely tecog 0 s e with current job aids,
training, and technical documentation i <les ttono s nantenance (Richardson,
Keller, Maxion, Polson, & DeJong, 1985, Techmeal decanrentation, for example,
is paper-based and physically bisky. Do coordination and  insufficient
cooperation between design  enwvioeort el o roarsrs of o technical
documentation have led to probieris of s ieanate ro cdantity and usefulness; the
information is often out of line with tochoinay teeds and thental approaches to

problem-solving. The coordinatior  Yeiweer technical  documentation  and
instructional materials used for traau:r - ot beetweesn these materials and
other resources on the job such iy hialt o0 Lol witonet test equipment, is also
insufficient. Keeping paper-basead 1ol oy u to dite is another problain, because
responding to and incorporating sii Cion frorn the freld oare unrealistically
slow. Other current naintensno e oro! o e aoe the s eed for standardization in
the acquisition process, the fulloes o0 70 0w antoen i test equipment, the
demand for more skiiled rechnl ans vos 0w tee it ed vecralt poot, and logistical
problems throughoUt rnaintenanc o o olen pnart systetis ‘Richardson et al.,

1985).

In addition to these <bor oo 2 re e o oon b e o trends which

compound today's maintenance tasic o e ien o caae L Eat e of supporting
weapon systems even noare o, Firet, advanoes 0 techinology have
complicated rather than simplhitio vnarter o o Lo s techaology  tends to
increase functionality hit oot oot Secca i nersannel resources are
diminishing. Highly skilled people e 08 00ty ot o tie when the
supply of young persons of all sptotadb o0 -0 e tiion weth industry
for experienced technicians is grevs Vo e oo st ooy o counteracting
advancing technology's impact v —tenare s Ly cecoting wore and brighter
personnel. A third trend ~onceras e oner it aal ceqarene s of the future,
Battle scenarios for the lite 1995« 0 aor Prat oo 00 ol for the ability to
sustain intense surgess the poced o Ry : cor el the capactty to
mobilize against a more o T Cie oo Dahoratory,

1984). All of these require -1, R o St e e,

e

. “-"--
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In addition o the current maintenance situation. there are two other
factors that have contributed to the concept of a maint iincr's associate:  (a)
Department of Defense (DoD) policy, and (b) technologica s dvances.

DoD Policy Initiatives

Foremost among policies that have contributed to the associate concept
is that which pertains to Integrated Diagnostics. This policy states that all
life-cycle concerns relevant to maintenance should be considered in an integrated
fashion. Integrated Diagnostics is a structured process which maximizes the
effectiveness of diagnostics by integrating pertinent elements such as testability,
automatic and manual testing, training, maintenance aiding, and technical
information. The goal is to minimize equipment failures by addressing
maintenance and logistics support problems at the beginning of the design phase
of a system {National Security Industrial Association, 1983, 1984b).

Another important policy was the DoD logistics R&D initiative to
replace paper technical orders with an interactive maintenance aiding device
(National Security Industrial Association, 1984a). There are numerous ongoing
R&D programs working toward this goal. In the Air Force, the Integrated
Maintenance Information System (IMIS) program (Johnson, 1981) is the first
program to clearly cefine the functionalities of a system to support maintenance
technicians' information needs through electronic means. In the Navy, similar
programs are the Personalized Llectronic Aid for Maintenance and the Integrated
Diagnostics Support System. The phrase "maintainer's associate" was first used in
the 1985 National Academy of Sciences Summer Study on Fault Isolation in Air
Force Weapon and Support Systems (National Academy Press, in press) to describe
such a device. One of the recoinmendations that emerged from this effort was
trat the Air Force shculd immediately structure a prcgram to develop a
maintainer's associate system for a specific application in the near
future.

Technological Advances

The concept of an interactive job performance aiding and training device
> feasible because of recent advances in artificial intelligence (Al) techniques
applicable to physical systems, especially in the area of computer programs called
"expert svstemns.' Expert systems arc able to explain their reasoning, deal with
uncertainty, and expand to augrment their ~ompetency. Although there are other
Al appli-ations to maintenance, such as design for testability and maintainability,
embedded test ("simart" built-in test), off-line test (automatic test program
generation), and logistics decision support, expert systeins can be used to address
the human resources probleins of developing and supporting skilled technical
personnel through the conc~pt of a maintainer's associate.
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N, Development of a Maintainer's Associate
) .
lm
- Due to the fact that R&D in the area of a maintainer's associate is still
D in the exploratory development stage, there is sometimes confusion between the
o concept of an associate, the design or plan for an asscciate, and the actual
: prototype device that has been developed and demonstrated. To avoid this
T confusion, the authors of this report will refer to the concept as it is discussed ‘n
a1 the following sections; i.e., in terms of the idealized scenario which describes how
" a human technician and a portable machine should act in cooperation to |
s troubleshoot maintenance problems. The design or plan for the associate is the
b overall scheme for the prototype which will eventually include features which are
- attainable goals, but not ail of which were realized in the present effort. The
h 3') name "Maintainer's Associate" will, throughout this report, refer to the actual
- prototype device itself and its features as developed and demonstrated by DRI,
.G
:jj System Concept
- ¥
:j The concept of an associate system involves a computer-based device ’
i with three basic functions: an electronic information resource, a job aid, and a
trainer. Figure | illustrates how the systemn is expected to function as a [lexible
- integrator of different information resources. The system's internal memory
- should contain a file of engineering design drawings, schematics, illustrated parts
__ breakdowns, and basic theories of operation. The system should also interface the ]

and an aircraft's onboard diagnostic and operational data systems could be

accessed by data links and made available to the technician through the associate.

In addition to drawing on this maintenance corporate memory for the aircraft, the

associate should also build the memory by acting as an interface to a management [
information system (MIS). The technician would use the associate to file reports :
on work in progress and to record new insights of potential use to the technician's i
peers and successors.

- global data supporting the aircraft under repair. The fieet's maintenance history i

S
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As a job aid, the associate concept involves an expert systern capable of
providing advice and direction for performing diagnostic tasks. The systeirn should
enable unskilled technicians to perform as if they were skilled and to work
cooperatively with skilled technicians to solve difficult diagnostic problems and
capture these insights for subsequent use by less experienced technicians. These
system-user interfaces are expected to elevate the associate above the
traditional, "cookbook" job performance aids. They should promote, monitor, and
use the skill of technicians in a cooperative machine/human system. In contrast
to current automatic test equipment technology where a fixed sequence of tests is
followed, the associate is planned to operate from an expert system knowledge
- hase that can develop sequence of tests "on the fly." Thus, the associate concept
per:mits the technician to peruse interactively the space of possible solutions to a i
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problem. The technician would be able to observe the supporting data or which
the expert system has based its "solution” and to work in conjunction with the
computer by assessing its conclusions.
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:: As a trainer, the associate should be able to work with the technician
" whose skill is still developing. Operating in a tutorial mode, the associate should
. provide troubleshooting practice and track the technician's progress. The
N technician would be encouraged to anticipate the expert system's diagnostic
) reasoning. Given its foundation in Al technology, the associate should be able to
- justify its decision to its human colleague. The technician should be able to begin
5 a tutorial session at convenient times, either during downtime in regular
:-‘ maintenance activities or during time specifically set aside for training. Since a
' knowledge base is the source of diagnostic expertise, the associate should be able
) to respond to the technician at the appropriate skill level, based on a model of the
:’.-, user and instructional principles. The model may also be tied to the technician's
&N personnel record and, in the aggregate, to the records of the entire maintenance
T labor force. Full realization of the maintainer's associate concept would
Y integrate the traditionally separate concerns of training and job performance
aiding.
A
L
. ;.. System Benefits
~; Several benefits are expected to result from the successful deployment
of a maintainer's associate in the field. As digital information processing replaces
the growing volume of paper technical documentation, the cumbersome bulk of
[ paper aids ceases to be a problem. In the digital medium, information is accessed
L faster and manipulated more easily. Another projected benefit of the associate is
oo the promotion of technician excellence, because the system is intended to act as a
" skill rultiplier for novice technicians and as a skill integrator for skilled
’ technicians which would capture the corporate memory of a maintenance corps
G regardless of personnel changes.
3

The risks involved in developing an associate within a 5-year time frame
are manageable. This statement is supported by three observations. First, the Al
S technology upon which an associate is based has been developing through R&D for
over a decade. Second, demonstration prototypes have been developed for
nontrivial systems. Third, the Al software needed for an associate has appeared

.
P )
et

<
::: in the private sector, indicating that the risk has been reviewed and deemed
o worthwhile by those with substantial economic interests. The level of resources b
- needed to develop an associate for deployment with a weapon system is likely to
s be coinmensurate with the data costs of the weapon system acquisition.

According to a 1983 Armed Forces Comptroller report on weapen system life-
cycle cost, 5% of the acquisition cost for a weapon system is for data (Lahore,
1984). However, the "know-how" developed in first efforts will be amortized
across the succeeding applications.

.
S

Target Environment and Task

The tar et environment for the prototype Maintainer's Associate was the
intermediate-lesel avionics repair shop for USAF F-111s, Figure 2 shows the F-
111 6883 Converter/Flhight Control Test Station which is used to fault-isolate
malfunctioning line replaceable units ("black boxes") previously removed from
arr- rafton the flight line,
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Figure 2. F-111 6883 Converter Flight Control Test Station.

Automnatic test stations such as the 6883 were originally introduced to
reduce or eliminate the need for manual troubleshooting. However, manual
troahleshooting is still required to isolate faults which the test station cannot find

o rtaii g unit under test (UUT) and to isolate faults within the test station itsclf.
Tittoneh test stations are provided with a self-test capability, most technicians
crer o troableshoot them manually.

- Figure 3 provides a simplified diagram of how an automatic test station
e ~ %5 Hy switching stimulus signals through a patch panel and adapter (test
a “ooninterface) to the UUT. Response signals from the UUT flow back through
© .“apter and are switched to measurement devices which compare the received
- oty an expected signal. This signal path is termed the "test loop," and there
- . oo test loop for each and every test applied to the UUT. The UUT selected as
S ~v oelication testbed for the prototype Maintainer's Associate was the Feel and
A Lo Coinputer, which is tested by over 400 tests.

If the test station malfunctions, this is manifest during a specitic test.

I rition would indicate a certain malfunction in the UUT which, when [

ro aoreds stidls checks out "bad."  The key to troubleshooting the test station 15

L . e wrobable causes of the test failure are limited to those components along
» ©ocarrently active test loop. This is why technicians prefer to troubleshoot the
- test wtition manually,  They can use the current test information to narrow the

t

v« for o ralfunction, whereas the test station's self-test sequentially checks i
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all components. The maintainer's associate design was developed to use this same
test loop strategy that experienced technicians use to troubleshoot the test
station,

STIMULUS TO UUT RESPONSE FROM UUT
MEASUREMENT
SOURCE —»»SWITCHING N SWITCHING ——— DEVICE

v

TEST STATION INTERFACE

\UUT /

Figure 3. A Simplified Test Loop for Automatic Test.

Because the purpose of this R&D was to investigate intelligent
maintenance technology rather than build a system for field use, the diagnostic
coverage of the knowledge base was limited. The utility of a prototype would be
demonstrated if the system could fault-isolate from the test station as a whole to
the next level of repair; that is, to one of the 29 test station replaceable units
(TRUs). Achieving this goal would illustrate the fault isolation process through
one level of refinement. In order to demonstrate a second level of refinement, a
specific TRU was chosen for further fault isolation. (For field use, an associate
would, of course, continue refinement within all 29 TRUs until the appropriate
level of repair was reached.)

The diagnostic coverage of the prototype was also limited to
troubleshooting the test station when the UUT was the Feel and Trim line
replaceable unit (LRU). This LRU represents about 50% of the test station work-
load. Because the test strategy depended on troubleshooting the test loop, the
approach used was context-sensitive to the particular unit under test and its
associated test program set and set of test loops.

Goals and Objectives

The overall objectives of this effort were to conduct exploratory
research concerning the role of an associate and technologies for further
development, and to develop and demonstrate a prototype Maintainer's Associate.
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Exploratory Research

The heart of maintenance is troubleshooting.  Thus, a thorough
understanding of diagnostic problem-solving was a prerequisite to understanding
and designing the prototype Maintainer's Associate. Further, because ‘he overall
goal of this effort was the development of an interactive maintenance system,
both technician and expert system perspectives on troubleshooting were
investigated. = Human troubleshooting, and its implications for intelligent
maintenance aids, was reviewed in a previous report (Keller, 1985). The present
report focuses on expert system approaches and specifically on a knowledge
acquisition strategy called "hybrid diagnosis" which uses knowledge about the
structure of the system under test, as well as knowledge about fault/symptom
associations.

Diagnosis is a special kind of problem-solving called "classification
problem-solving” (Clancey, 1984), in which the problem-solver selects from a set
of pre-enumerated solutions. Diagnostic test strategies are either precomputed,
as in the traditional automatic test equipment approach to diagnostic test; or they
are developed in real time as a diagnostic session proceeds, as is typical in the Al
approach. In either case, the set of "right answers" (i.e., the potential faults)
toward which a successful strategy converges, is known in advance.

The key to classification problem-solving is hypothesis refinement (also
termed "establish-refine"). A fault is isolated to one of a set of probable causes
at a given level of abstraction ("established"); then, the probable cause is broken
down into more finely detailed probable causes ("refined"). This process is
repeated until the fault is isolated to a sufficiently small probaible cause set
(Chandrasekaran, 1983; Tanner & Bylander, 1984). This strategy is simnilar to the
three-level military maintenance philosophy of field, intermediate, and depot
maintenance. However, even when it is applied within one maintenance level, this
strategy of "divide and conquer" has diagnostic power and efficiency.

The refine step of the establish-refine strategy calis for selecting the
one correct item from a set of possible items. TFor troubleshooting, the
refinement process itself consists of five steps which, when repcated iteratively,
converge on a fault at a given level of abstraction. These five steps are: (a)
decide whether further diagnostic refinement is warranted; (b) select where to
make the next observation based on maximizing the expected inforination gain per
unit cost; (c) identify the expected value at the selected observation point; (d)
make the observation; and (e) determine the implications of this observation in
terms of component blame or innocence. This process nay be sumiaarized as a
cycle of making observations and computing entailiments (de Kleer, 1984). There
are two ways of implementing this five-step refinement process: the
specification-based or symptom-based approach.

Specification-based diagnosis. The specification-basc:d approach, often
termed "deep reasoning” (also causal, topographic, topologi, or stute-based
reasoning), solves diagnostic problems by reasoning from a device model
(Genesereth, 1984). A symbolic representation of the components that constitute
a device, together with their input/output behavior and interconnections, enables
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g reasoning directly from a "deep theory" consisting of information about intended

-; structure and behavior. Figure 4 shows the advantage of the specification-based

- approach. The basic representation, the device model, is not specialized for any

specific task, such as diagnosis, and therefore can be used for multiple purposes in
: the design and support of weapon systems. A related but simplified form of
. specification-hased diagnosis is logic modeling, in which connectivity is modeled
- but not module input/output behavior.

: In the specification-based approach, knowledge is represented as

propositions that are simple statements known to be true. Examples of such
. statermrents are "the cutput of the signal generator is connected to the input of the
o oscitloscope” or "the amplifier is bad.” Through the use of resolution-based
» theorern proving (Genesereth, 1984), or other techniques (Davis, 1984), these
. statements are coimnbined to develop new propositions. Lists of suspected faults
' and tests to be made will have certain forms when represented propositionally.

The basic idea is to derive these forms from the current set of propositions when

{ a list of suspects or a measurement is needed.
::- Using only the device model, the composite behavior of the system can
1~ be derived by nropagating individual component behavior through the connectivity
network (Davis, 1984; de Kleer 1976; Sussman & Steele, 1980). Knowledge about
" this hehavior is also constrained by applicable network laws, such as Ohm's and
A Kirchoff's laws.
.j-:' With the specification-based approach, the device model of the system
e under test is in the engineer's mind if the diagnostic program is being developed
directly by a test engineer. If the diagnostic program is Al-based, then the device
oy model is in 4 computer. In either case, this model is used to generate
expectations about circuit measurements, which are compared with actual
. measurcruents,  Discrepancies between expected and observed values are then
o used to rule out cortain components and cast suspicion on others. As described in
-, the five steps of the establish-refine cycle, the new state of the model is used to
) select the next rmeasurement, based on the maximum information gain.
-
) Symptorn-based diagnosis. The symptom-based approach, often termed
. "shallow reasoning” (also pattern matching, evidential, associationistic, or
- empirical reasoning), solves diagnostic problems by manipulating a set of
K-, associations Letween syimptoms and faults. With this approach, the associations
hetween syinptorms and fanlts represent a compiled form of knowledge which is
streasnbimed and conditioned for the diagnostic task. The principles and models
o frors whic s this knowledge is derived are not always readily accessible to the
- protidlery cluer e ayv even be unknown or forgotten. Often symptom-based
. knowiedre s Yerintic in nature (i.e., fallible) and is based on experience more
. than reascines oo sal derization.
=3 Geene 'y, the associations in the symptom-based approach are founded
:' DN Shed e oo o' observations, but they may also be logical consequences
[~ Ao ot o0 e e nade! of the systern under test. As such, these systems
- reoicneat b osti awledige in o compiled form, Here, the device model and
general diyrost o daorithim are used to compute a special-purpose data structure
tatlore &t te ien e task,
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Hybrid diagnostic reasoning. Al systems have been developed for both
the specification-based and symptom-based approaches. Human problem-solving

. technicians also use either approach, but generally prefer to use shallow reasoning
4 when possible and resort to deep reasoning only when forced to do so (Rouse,
t 1984). Al systems can employ a similar strategy of using both techniques as
) needed but to date they do not, tending instead to be one or the other, but not

hybrid combinations. The two approaches, however, are inherently interrelated.

For example, there must be a causal explanation for every empirical fact. The

specification-based approach focuses on the causal explanation; the symptom-

based, on the known fact. With one exception, described by Fink, Lusth, and

Duran (1984), expert systems that capitalize on the potential synergism between
2 two approaches do not exist.

¢ Table | provides a sample of literature relevant to computer-based
diagnosis. An in-depth review of work on specification-based diagnostic reasoning
is found in King (1982), and one volume of the journal Artificial Intelligence
(Bobrow & Hayes, 1984) is devoted to qualitative reasoning about physical
systems, bringing together research previously published in scattered conference
. proceedings. Artificial Intelligence in Maintenance (Air Force Human Resources
- Laboratory, 1984) contains a number of the works cited in the table.

Prototype Design and Development

Specific objectives for the development and demonstration of the
prototype included: (a) demonstrating a Maintainer's Associate that serves as a
skill multiplier for inexperienced technicians and as a skill integrator that uses
and captures the corporate memory of skilled technicians, (b) developing an
efficient authoring system for developing the Maintainer's Associate knowledge
base, (c) constructing a portable Maintainer's Associate hardware unit for the end-
user, and (d) collecting and analyzing responses from members of a maintenance
organization for use in guiding future efforts.

Chapter 2 discusses design detail, and the implementation of the design
ts discussed in Chapter 3. Chapter 4 describes the knowledge engineering effort
conducted for the prototype. The results of the system demonstration efforts are

presented in Chapter 5. Chapter 6 provides conclusions and implications for the
entire effort,
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Table 1. A Sample of Literature Relevant to Computer-Based Device Diagnosis

Diagnostic Systern
Approach Literature Reference Name
Logic Wong and Andre (1976, 1981) ---
Modeling Andre and Wong (1975) ---
Longendorfer (1981) ---
Cramer et al. (1982) ---
DETEX Systems, Inc. (n.d.) LOGMOD
Simpson and Balaban (1982); Simpson and
Agre (1983) STAMP
Cantone (1984); Cantone et al. (1983, 1984) INATE
Specification- Brown and Sussman (1974) LOCAL
based Stallman and Sussman (1977) EL
McDermott (1976) DESI
Brown (1977) WATSON
Brown, Burton, and de Kleer (1982) SOPHIE
Genesereth (1982) DART
Davis (1983); Davis et al, (1982); Hamscher
and Davis (1984) ---
Pipitone (1984) ---
Symptom-based McDermott and Brooks (1982) ARBY
Hinchman and Morgan (1984); Williams and
Hinchman (1983) IMA
Bonissone and Johnson (1984) DELTA
Davison (1984) ---
Laffey, Perkins, and Nguyen (1984) LES




CHAPTER 2: DESIGN OF THE MAINTAINER'S ASSOCIATE

Three general design issues that were encountered and resolved in the
design of a maintainer's associate are discussed in this chapter. First, the issue of
hybrid diagnosis is considered, which integrates both specification- and symptom-
based knowledge in the same knowledge base and interprets both with a single
inference engine or reasoning strategy. Second, the target equipment presented a
special design challenge because the automatic test equipment is a reconfigurable
system; that is, its device model is not static but varies for each of over 400
different test number states. The problem of designing for reconfigurable
systems is therefore examined. Third, design issues related to the user interfaces
that support system authoring, skill multiplier, and skill integrator concepts are
discussed.

Hybrid Diagnosis

For each level of refinement in the hierarchical decomposition approach
to problem-solving, the compiled test tree spans from a parent node (a device
module at cne level of the hierarchy) to a set of constituent component nodes
(that module at the next level of refinement). The test nodes between these two
levels correspond to subsets of constituent components. The diagnostic test tree
shown in Figure 5 represents the compiled knowledge of a specification-based
approach to diagnosis which is now in a form compatible with symptom-based
diagnosis. The tree is essentially deterministic in character; given various
outcomes of tests beginning at the root node of this tree, the problem will resolve
to the correct faulty subcomponent at the next level of refinement.

Component

Constituent subcomponents

Figure 5. A Specification-Based Test Tree with an Overlaid Heuristic Inference.

The strength of the symptom-based approach to diagnosis is in the use of
heuristics, These are '"rules-of-thumb" which capture knowledge derived from
experience. Although these rules are device-dependent, they often have a great
dea! of diagnostic precision that is not derivable from a structure model. The
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rules of inference in the symptom-based approach to diagnosis are in the formn
"symptom implies fault." Because there are few or no limits on what can be
described as a symptorn, the rules can capture quite complex patterns that serve
as signatures to specific faults. Often these heuristic rules can shortcut several
levels of diagnostic tests generated by a specification-based approach. Heuristic
irferences of this sort can be represented by an arrow indicating that, ziven a
certain symptorm pattern, a particular cubcomponent is directly suspected to be at
fault as shown in Figure 5. It is sometimes necessary to backtrack and undo
diagnostic inferences based on heuristic rules, because a heuristic is not infall:ble,
When this happens, control rmoves up in the diagnostic tree instead of down, and
the previous nath that did not yiela a solution 1s ruled out from further
consideration.

In the design tor the prototype, specification- and symptom-based
diagriostic approaches were integrated by compiling the specification-based
informat..n into a diagnostic decision tree upon which symptom-based heuristic
ruics were overlaid.  This integration capitalized on the ease of developing a
diagnostic knowledpe base that was characteristic of the specification-based
approach, whiie at the saine timme incorporating heuristic knowledge in the form of
svroptom/fault associations. Two important objectives of this design effort to use
hybrid diagnosts included documenting how knowledge engineers build a diagnostic
tree 5o that the process can be computer-aided or computer-automated and
deterinining  the  relative preoportions of specification- and  symptom-based
knowledue used In diagnosis,  The results of thewe two activities in prototype
development are discussed in Chapter 4,

Reconfigurable Systeins

In designing and developing the knowledge base, the following questions
had to be addressed: Since the test station cun be in any of over 400 states
(deperiding on the test number it is executing), would there need to be one set of
rules o the knowledge base for each of these states? Further, what is the impact
of the wtate of the system under test on the structure of the diagnostic knowladge
hase?

These questions were addressed by realizing that whatever changes in
state the test station goes through, the test loop rcmains invariant at an
appropriate level of abstraction, In other words, for any current state of the
station, a signal is routed through the UUT te a measurement device, as

previously described in Figure 3. Thus, at the firot level of refinement, 1t s
possible to vicw the test station as 4 number of generic regions along the path of
the abstract test joop.  For each test, the test statron is sent a sequence of

programreing mstructions which set t'o _onpditions reaiired to perform the given
test, [f 1t s assumed that test station faslure is aiways associated with a speciiic
test number, it is then possible to determine the specifics of the signal path and
tie evpects ol slenal szlues at the sarious ponts aleng the test foop. Given this

perspective, dnly one veneric diagnostic test tree st be developed,
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This diagnostic test tree is a hierarchv of tests which splits the set of all
probable causes of failure (represented by the root ol the tree) into small subsets
until a failure can be isolated at the current level of refinement, Developing this
tree requires deciding where topologically to measure and the consequences of a
measurement in terms of absolving or blaming compoenents. For any specific
test, these requirements translate into knowing the precise physical location for
test and the correct signal value to expect.

There are several alternatives for deriving these expected measureinent
parameters. One approach is to interface the expert system with a correctly
functioning piece of hardware. This is the approach taken in signature analysis,
A second approach is to query a standard circuit simulator, as is done in SOPHIE 1
(Brown, Burton, & ae Kleer, 1982) or STEAMER (Hollan, Stevens, & Williams,
1980). As a third approach, a device model may be used, with expected
measurement values computed through constraint propagation and dependency-
directed backtracking (Davis, 1984; Genesereth, 1934; Sussiman & Steele, 1980). A
fourth alternative is to have subject-matter experts or knowledge engineers
develop expected values mentally and enter these values into the expert systein as
data, as was done in Pipitone (1984).

In the present effort, a fifth alternative was employed. A file of
expected measurements was developed from the test program set for the
automatic test station and the tabular and schematic information available from
the technical documentation. This file of expected measurements was generated
by a special computer program called a parser. The parser was designed as an
editor so that it could be used with other test stations or with other equipment
with sets of data organized by system state stipulating expected signal values and
locations. Details of the parser are discussed in Chapter 3.

User Interfaces

In order to uinpleinent the desired functions of the maintainer's assoriate
concept, DRI designed a series of user interfaces. These intesfaces enable the
technician to be both system-builder and end-user, because both ire impos tant to

the successful development, use, and maintenance of the database on v’ oo e
system operates. In the following sections, the design spectfiostans for e
optimal wser interfaces are presented:  an anthoring ostenns SOt e e

interfaces, and skill integrator interfaces,

The Authoring Systein

The demonstration of tools for developing the naintainer’ s e i
neariy as Lmportant as the demonstration ol the protosvp e 1l Lo ol
implementation of these devices woiilsd be poasaSle o waithons e e
efficiently develop, rebug, and aamtan ther Snoaledae boees VL 0w
expected that some Lnowledpe Lo desogmiog and otoans o woant e
conducted during systcin operation, 1t was sital that the authering tools o
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':'_-:'. integrated with run-time s<oitw.re so that o knowledge engineer or author can
e transfer effortlessly between using the device and editing its knowledge base. To
s enhance this process, various tvpes of information must be visible and accessible
to the user. The editor wis therefore designed to augiment domain-specific
P messages with all other pertinent information iegarding the state of the expert
&0 system architecture. The wistbility of this information suggested that the editor
\;’: be termed a "glass box."
Fo Two procedures were designed to unplement changes in the state of the
. system. The first method was single-stepping, in which states shift step-by-step
SN in accordance with the cwpert svstend's .nference engine. The second approach
N was interaction-stepping, wiwie the <y .tem state s sisible as the system pauses
- for user interaction. Becausc this design allows the system author to step the

. expert system through its algerithm, viewing the resulting states along the way,
the editor is also termed a "runnable editor."”

N
:::‘ The Skiil Multiplier Interface

L) ""-\'

:»’: At the miniinum, a maintainer's assoclate must prompt the user for only
ey necessary inforrnation and informn the user of the eventual diagnosis. In this
N mode, the systern wouid operate as a fully proceduralized job performance aid
(FPJPA). However, traditional PIPAs neither promote active learning nor
.

recognize any differences i user competence.  In this section, a number of

potential skill multiplier interfaces which were designed to support on-the-job
learning are described.

ST

The "how-10" interio The purpese of this interface is to augment the
normal interaction message: tvindaily of s Ul tiple-choice question regarding a
specific signal o test, with nere detyited intormation about where to locate the
signal or how to perfors the test, TVor example, the interaction frame might ask
the technician to use o digital voitineter and report the value. If the technician
does not know how to do this, the how-to interface would provide details. The

- level of detail could he siractine ! Micrarchically so that the user gets just the
v right amnourt of help Disciays 10 be provided in this interface, as in interactions
A themselves, combine text and graphios,

%%

:_ The "where-from” interface, 7his skill imultiplier interface involves the
- ¢l

diagnostic process itselt ratlver than the details of physical manipulations. The
where-from function anewer, the rmesiioe:r "What has happened so far?" Lists of
previously exc. ated intera sans o U aiswers, assertions in working memory,
and probahic cavses woold e oo dded Yy tesel of refinement. Also, if evidence
included a specisi rotiorsr ot orea boothe knowledge engineer during
knowledge hLase develropmen, thic stored explanation would be accessed
througt tris interiacce.

; ..::'_.' The "where-t0™ atecfaoes i interfaee ddvo relates to the diagnostic
<~ process and answers the <ot T e e v aslang me that question now?" or
:~:':~ "Why shoula T ocoandact vas a7 et whiere-to query, the system
:::P: would explaim what «vudeace oo 7o e Sy conducting this test and how that
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evidence may help discriminate among current probable causes. This information
would be presented as an English-like rendition of the rules of evidence which
caused the interactions to queue up. The user would also be able to request to see
the other tests which queued up for this level of refinement and their associated
evidence or any canned messages associated with the evidence.

These skill multiplier interfaces would allow the user to obtain more
information about the ongoing diagnostic session. This information is accessed, as
needed, under the user's control and thereby promotes skill development on the
job.  This should prove effective because the user is presented with this
information only when requested and always in context.

The references interface. The expected values of various measurements
are provided to the technician by the system through message interactions. In
developing the database of expected values, indices to the sources of information
can also be saved. Through this interface, it would be possible for the technician
to access this additional technical documentation. In answer to a technician's
question (such as "How did you know to check pin XYZ?"), the system would direct
the user to the appropriate reference for that information.

Future implementations of a maintainer's associate could extrapolate
this interface to a general context-dependent index to all technical information
about the system under test: theory of operation, setup, checkout, calibration and
alignment procedures, schematics, tables, illustrated parts breakdowns, and
removal and replacement procedures. Having this information stored on-line as a
relational data base alleviates the two principal shortcomings of current
documentation: the physical bulk of paper-based documentation and the difficulty
in finding and cross-referencing needed information.

The tutor interface--maintenance troubleshooting simulation. The four
skill multiplier interfaces described above were designed to be available to the
user during a consuitation at any point in the current diagnostic process. In
contrast, the tutor interface would be a distinct, special-purpose mode of
operation that could be selected while the user has some spare time or during a
time period allocated to formal study. In the tutor rnode, the basic consultation
process would be reversed: Instead of the associate fault-isolating for the user,
the user would fault-isolate for the associate. Rather than providing input
requested by the maintainer's associate, the user learns to lead the associate by
generating the diagnostic steps that it would follow. A strategy would have to be
developed to avoid potential natural language problems. For example, the tutor
might display a list of probable causes, including one that does not belong, and ask
the user to identify the distractor. Sirvilar means of forcing the user to
anticipate the associate's processing would be developed for the other steps in the
establish-refine cycle. The exact sequence the user must follow, given a selected
fault for maintenance simulation, would be generated by following the path that
leads from the fault back up to the root of the diagnostic tree. The tutor would
build this path bottom-up, and then force the user to follow it top-down.

In future implementations, this interface could ke linked with the status
records of the technician's on-the-job training curriculum. If the objective of the
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:::{ curriculum was to enable the technician to troubleshoot any fault known to occur,
L the diagnostic tree itself would handily represent a hierarchical description of the
] curriculum; i.e., the technician's competence could be modeled as an cverlay on
-4t the diagnostic tree with the portions that the technician has mastered marked as
.\.-' such. Then, employing a suitable sequencing strategy, a new tutorial simulation
4 exercise could be selected in accordance with both the training curriculum and
:{ the trainee's demonstrated competency.
R
Through the tutor interface, the technician should learn the basic
] establish-refine approach to diagnostic problem-solving and the specific structure
§ of the solution space. If the technician strays off the tutor's path, immediate
\-}:‘, negative feedback would be provided, justified where possible with the canned
ey rationale for evidence rules. The technician would be (a) taught in the context of
- - problem-solving, (b) modeled as an overlay or subset of the associate's rule base,
" (c) instructed in the goal structure of diagnostic problem-solving, (d) have his or
N her working memory load minimized, and (e) have the exploration of wrong paths
o~ cut off immediately. All of the above features have been described by Anderson,
:C:: Boyle, Farrell, and Reiser (1984) as the functional prescription for intelligent
o tutoring systems,
o
Wy
- The Skill Integrator Interfaces
:‘}
AN Skill integrator interfaces would have three functions: (a) to support
::“:" user initiative in diagnostic problem-solving, (b) to capture the corporate memory
" for troubleshooting as this memory develops, and (c) to support routine
g maintenance event reporting. Three specific interfaces were designed to
accormplish these functions for the maintainer's associate system.
The "browse" interface. The solution space in the Maintainer's Associate
(-t can be represented as a structured hierarchy of probable causes, with some
G Indicating specific components and some indicating subsets of components. The
i browse interface would allow a visual representation of this hierarchy, which the
P user could peruse. Using a mouse or other pointing device, the user could also
- point to any node in the tree and call up the list of assertions which must be true
';_ in order for the system to accept that the fault could lie in the subtree beneath
oy the indicated node. Because more than one path from the root of the diagnostic
YN hierarchy to any given node may exist, the list of acceptable facts would be only
= suggestive of what actually may be the case. The user could use the browse
- interface to compare what he or she knows to be true to what the maintainer's
o associate system would accept as true for a given fault at any level of
- refinement.
The "jump-ahead" interface. This interface would allow the user to
inttiate diagnostic refinement at any given node in the solution hierarchy. While
5 operating in the browse mode, if the user found a good match between what is
- known and a certain probable cause, the consuitation could be started at that
g point. In starting at selected nodes, the Maintainer's Associate would not assert
s the facts it would believe. If these facts are subsequently needed, they would be
e automatically substantiated through the normal interaction mechanism. If the
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- user made a poor judgment about where to begin, the system would cventually

W back up to the user's indicated starting point and explain that no further progress
b could be made with this node as the starting place.

P The briefing interface. The briefing interface would have two facets: \
Y prebriefing and debriefing. Prebriefing would permit access to the maintenance
con information system's records on the aircraft, system, black box, or card under

:(.\ test. Useful information such as the component's repair history or environmenta!l

and mission correlates of the malfunction could be accessed with this interface.

The debriefing interface would be a gateway to a text file for user
comments. These comments could be indexed by the node in the probable cause
hierarchy at which notes were entered; and users could make comments, about

any aspect of the interaction with the associate, ranging from apparent knowledge
base inaccuracies to suggestions for new rules.

v
l‘ l' I‘ " i l’

i

’
I3
o

In a sophisticated associate, this interface would not merely accept
textual input but would actively format it in accordance with the comment type.
If the comment concerns the knowledge base, the system would verify this with
the user and attempt to formulate the suggestion in the semantics and syntax of
- the rule base. Furthermore, in later developments, the briefing interface would
not only accept user comments, but also request them. For example, when the

P
codh et

o, user successfully solves a problem using the "jump-ahead" interface, the
5 Maintainer's Associate would use the interface to initiate a dialogue to capture g
7 the heuristic that the technician had successfully applied and which enabled the K
o jump-ahead.
- Later versions of this interface could also serve as the technician's \
Y access point to the ground-based maintenance information system in which data ;
‘ about the maintenance event are collected and/or reported. The technician could .
input the corrective action, time taken, and other standard maintenance |
p ° information upon the successful completion of fault isolation and repair. .
As previously noted, the design features outlined in this chapter provide
e an idealized operationalization of the maintainer's associate concept. Those
N features that were selected for implementation and demonstration in the -‘
':' prototype systern are described in the next chapter. .
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CHAPTER 3: SYSTEM IMPLEMENTATION

The basic system software and delivery hardware for the Maintainer's
Associate were developed by General Dynamics, Electronics Division, as part of
an independent effort. For the development of the Maintainer's Associate
prototype, it was necessary for DRI to modify this basic software and design a
parser. This chapter describes the additional software development and
modifications, as well as the original software and hardware.

System Hardware

Software development and rule base authoring were accomplished on a
Xerox 1108 personal workstation (Interlisp-D), configured with 1.5 megabytes of
main merory and a 43-megabyte hard disk. The display was a large-format CRT
(17" diagonal) with a high-resolution bitmap (1024 x 808 pixels). The delivery
hardware provided by General Dynamics, Electronics Division, was a portable,
battery-operated, briefcase-sized unit termed the "box."” As shown in Figure 6,
the box houses the battery pack, main processor (Intel 8086), | megabyte of
random access memory, and a removable display/input unit. The battery pack is

The Maintainer's Associate Portable Unit on F-111 Test Station
Worktable.
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capable of supporting 10 continuous hours of operation. The display/input unit is
approximately 5" by 8"; has an electroluminescent screen with a resolution of
256 x 512 pixels and a lé-element keypad next to the screen, consisting of the
digits 0 through 9; single keys corresponding to the user interfaces WHERE-TO,
WHERE-FROM, HOW, MARK & RETURN;j; a key to move forward, labeled NE XT;
and a key to move backward, labeled BACK. Software is downloaded from the
development system into the box via IBM PC and RS232 connections. DRI's
completed prototype Maintainer's Associate occupies a total of 118K bytes of the
box's memory, including 23K bytes for the run time software, 13K bytes for the

knowledge base and associated graphics, and 59K bytes for a file of expected
measurements,

Supporting Software Environment

Expert System Architecture

The expert system shell used for this project is Rule-Kit (General
Dynamics, Electronics Division, 1984). Rule-Kit's architecture, shown in Figure 7,
uses classification problem-solving, the establish-refine approach, and a
knowledge base consisting of a diagnostic hierarchy. Each node in the hierarchy
contains a list of successor nodes, into which the parent is refined, and a set of
rules of refinement called "evidence rules."

The basic Rule-Kit algorithm has as its objective, at each level of
refinement, picking a "winner" from the successor nodes using the evidence rules
contained within the parent node. This list of successor nodes is termed "the
refinement list." The evidence rules ascribe weights to members of the
refinement list, based on the existence of certain facts in working memory (the
collection of facts developed during the course of a diagnostic session).

The first step in this process determines the existence within working
memory of a fact which will cause one of the evidence rules to fire, thus assigning
a specific weight to one or more members of the refinement list. After all of the
evidence ruies have been scanned and matched against memory, the refinement
list is examined to see whether or not one of its members is now a "winner"
(defined as having an accumulated weight of 100 or more points). If there is a
winner, then the refinement process begins again, using the winner as the node to
be refined. If there is no winner, the evidence rules are scanned again to index
corresponding interaction frames which are used to request information from the
user. After all the interaction frames have been collected, they are prioritized
according to potential information gain. This is computed as the total points for
all interaction frame outcomes ascribed by applicable evidence rules to members

of the refinement list, divided by the cost of running the test and the number of
outcormnes,

The next step in the process is to run the first interaction frame on the
priority queue. At the conclusion of the interaction, a fact is asserted in working
memory corresponding to the new information developed. This fact is now

22
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i ,',.';-: matched against the evidence rules and the appropriate rules fire, thus ascribing
o new points to the members of the refinement list. This process is repeated until
- one of the members of the refinement list is a winner or therec are no more
. interaction frames that can be run (given a winner, the refinement process
A5 continues). If there is no winner, however, that member of the refinement list
:" with the most accumulated points is selected.
I' When no further refinement is possible, it is necessary to determine
’ whether or not the refined component is indeed responsible for the failure, If not,
) Rule-Kit backs up the diagnostic decision tree to a point of uncertainty and
j selects a different path from the one that led to the inaccurate diagnosis. By
";y storing the refinement data in an audit stack, movement backward through the
¢:§ tree is controlled simp_ly by popping data off of the audit stack. The degree of
gt backtracking required is determined by popping the stack until a decision point is

discovered which had no clear winner (i.e., no element in the refinement list with
" at least 100 points). The successor node that had been chosen is then elimninated

5 j from the refinement list, and the diagnostic process resumes at this level.

e The Rule-Kit software employed in the Maintainer's Associate project

o consisted of (a) a Rule-Kit development system, (b) a Rule-Kit delivery system,

* (c) a Validator-Verifier, and (d) a graphics workstation. Each of these elements is

x briefly described in the following sections,
":;'_:‘_: Development System

o The development system software provides for editing and running a
e Rule-Kit application. It is written in Lisp and has been ported to a number of

47 different machines, including a Symbolics 3600, a Xerox 1108, and an IBM PC-XT.

g_ﬂ_ Although the versions of Lisp differed for each host system, the application

:‘._ﬂ knowledge base was completely portable since its syntax is invariant (simply an

o ASCII text file). The development system consists of the Rule-Kit inference

. engine and a set of commands used to run consultations and to build or edit the

oy, knowledge base.

I“‘-‘
B,
0N
N Delivery System
._-‘,_w
e A streamlined version of the Rule-Kit software enabled running

5 consultations on the portable hardware unit. This software was written in the "C"

o programming language and occupies 23,552 bytes. Knowledge bases deseloped on
o the development system were transferable, without change to the rule syntax, to

o the run time (delivery) environment for execution by the Rule-Kit run time

e system. The run time system compressed the knowledge bhase file in order o
e minimize memory space usage in the portable hardware unit.

ot

o , e

ey Validator-Verifier

'1‘::-: The validator-verifier is an automated version of the Rule-Kit mnference

engine, Its purpose is to take an existing application (knowledge base) and

55 1
)
D L
o 24 1
-\ ]
b, 3
.. &
S :
o e e e e T T




exhaustively construct all paths from each initial symptom, within a given range
of focus, to its terminating probable cause. For each path, an audit trail is
maintained that contains pertinent information used in constructing the line of
reasoning from initial symptom to terminating probable cause: the interaction
frames examined, the answers selected, the level of consultation, the assertions

-
-’

4,

made, and evidence points given to probable causes. In addition, the validator- -
\ verifier labels all assertions according to supporting evidence linkage, whether ~
, currently linked (evidence exists at current level), later linked (evidence exists at -

lower level), or not linked (no evidence at any level). All audit trails are saved for

interpretation by the user through the use of a number of analysis functions. N
N Graphics Workstation -
-
: This facility supports the construction of graphic images displayed in
conjunction with interaction frames. Using a graphics table and user-friendly
) menu of options, graphics with associated text are rapidly developed, scaled, o
) edited, and saved for use. Graphics are postprocessed by a data compression ;
- routine to minimize memory usage. -
System Development -
X The Denver Research Institute developed three related software iy
elements for the prototype Maintainer's Associate: (a) the CENPAC parser; (b)
modifications to the existing Rule-Kit, specifically the glass box editor; and (c)
user interface features, In order to explain the use of the prototype and the -
b software, a scenario which illustrates typical troubleshooting procedures is ¢
1 presented, "
: 2
4 ) X ) ;.
A Troubleshooting Scenario
! The setting for this scenario is an F-111 intermediate-level maintenance -
' shop. A faulty UUT (in this instance a Feel & Trim Computer) is delivered by o
flight line personnel for diagnosis and repair. The technician begins N
A troubleshooting by connecting the UUT via cables to the 6883 test station and
‘ initiates the appropriate automatic testing sequence. The test station, under the =
! control of a CENPAC computer, performs a series of tests on the UUT, each .
. designed to test a specific component of the UUT. Assume for this scenario that 2
' the testing sequence halts at test 301982, This test failure seems to indicate that N
« the malfunction has hbeen located. At this point, the technician disconnects the .
N faulty ULT and re-runs test 301982, this time using the shop standard UUT known -
- to be in perfect working condition. The test fails again, thus isolating the fault to
< the test station itself rather than the UUT, ;
o ,-:"
. ‘ . "
& In a typical maintenance shop, the technician would now use the RS
s technicai arders and common manual test equipment to pinpoint the fault, With r:
) the assist e of the Maintainer's Associate, however, the technician is aided in
1% Y
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this further troubleshooting process. The Maintainer's Associate asks the
technician to make a series of tests and report the findings, and uses the answers
to help isolate the malfunction. To isolate the fault, the Maintainer's Associate
uses data generated by the CENPAC parser.

The CENPAC Parser

The CENPAC parser was developed in order to provide important state-
specific data to the run time Rule-Kit software. At the beginning of each
consultation session, the Maintainer's Associate asks the technician to enter the
test number at which the test station failed. Based on the test number, the parser
places in working memory the set of instantiations (expected measurements) for
each generic region of the test station. For the 301982 scenario, a number of lists
are placed in working memory, each of which includes: the generic region which
serves as the key for the match (e.g., STIMSOURCE-OUTPUT), the signal value
expected to leave the region (e.g., .08 Hz 4.0 VOLTS MOD-SIN-WAVE), and the
location for ineasuring the signal (e.g., A4A4J4 PINS A B). A4A¢4 is the reference
designation used by the 6883 test station documents to denote the signal
generator.

These lists of information are used in the following way. In the Rule-Kit
interaction frarmnes, all references to the test station are made in terms of generic
regions. The interaction frames for these regions contain variables in the
inessage template which are bound by matches to the working memory just before
the interaction frame is run. For example, an interaction frame might ask:
"Check the output of the stimulus source at SIGNAL-LOCATION for this signal:
SIGNAL-VALUE. Is the signal correct?" When this interaction frame is invoked,
working memory is scanned for a match on the region associated with this
interaction frame, STIMSOURCE-OUTPUT. When the match is found, SIGNAL-
LOCATION and SIGNAL-VALUE are replaced in the interaction frame message
with the specific signal location (i.e., A4A4J4 PINS A B) and the specific expected

signal value (i.e., .08 Hz 4.0 VOLTS MOD-SIN-WAVE), so that the message now
reads:

"Check the output of the stimulus source at A4A4J4PINS A
B for this signal: .08 Hz 4.0 VOLTS MOD-SIN-WAVE. Is
the signal correct?"

The generic region instantiations that are generated by the parser could
not be derived directly by decoding the test program set for a given test number
as technicians do. Instead, the information had to be derived fromm the
accumulated state of the test station at the start of each test. To illustrate how
the test program set for successive test numbers yields all the information
needed, consider the example scenario once again. For test number 301980, which
precedes 301982, relay 10/1 is set to route the stimulus signal to the UUT; and the
generic region instantiations for that test include pins and test points associated
with relay 19/1. In test 301982, relay 05/2 is set to route the stimulus signal to
the UUT, As tests are run sequentially until all of them complete without error
or until the testing sequence halts at a failed test, the generic region
instantiations for 301982 include pins and test points for both relay 05/2 and relay
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10/1. Relay 10/l was not reset after 301980, and is still available to route signals
during 301982. The parser handles this problem of state accumulation by breaking
the code translation process into two steps: (a) decode the test program set in
order to identify the major devices used in the test and the value of the signal
routed to and coming out of the UUT; and (b) use the components identified in the
first step to pinpoint the signal path used in the test, thus enabling test locations
to be identified along the signal path.

Figure 8 provides a detailed description of the parser process. The test
program set is decoded using encoded definitions from the technical orders as
seen on the left-hand side of the figure. The decoded test program set is used to
‘mulate the test station configuration. Finally, encoded technical orders tables
wnd a list of abstract regions are matched against the test station configuration to
yield test locations and expected signal values. This process is described more
coinpletely in the following sections.

Decode the test program set. The first step in parsing, the decoding
process, is relatively straightforward. For the 6883 test station, the test program
sets are represented as hexidecimal codes and subcodes, which are easily
distinguished. Once a code is recognized, it is simply a matter of looking up the
code and its subsequent subcodes in the appropriate technical orders table to
obtain the translation. For example, a portion of the test program set from test
301982 looks like this: . . . 325100 131025%325100 414058* ... For each set of
»:x characters, a trailing "*" indicates that the set begins with a new code; thus,
in the example, 13 is a new code and 1025325100 are the associated subcodes.
Subcodes always follow the code to which they pertain, and the discovery of a
code in the sequential code/subcode string indicates that a different table must be
used. Figure 9 illustrates the translation process. Using the proper technical
orders table, it can be seen that the code/subcode string shown previously,
131025325100, provides the following instruction regarding 6883 configuration:
"Set stimulus relay 05/2, transfer signal directly."

This decoder is not device-specific; that is, it contains no specific 6883
knowledge. Both the test program sets and the technical orders tables associated
with each code are viewed as data. This means that with the addition of the
proper code translaticn tables, the decoder can be used for other test stations or
other state-dependent equipment,

Identify the signal path. The second parser component, the state
accumulator, contains some very specific, domain-dependent knowledge. The
accumulator uses global variables to keep track of the system state; these
variables contain information about active stimulus sources, set or reset stimulus
relays, current response relays, and currently active measurement devices. For
each (sequential) test number, the decoded test program set is used to change the
appropriate global variables. In this way, the accumulator identifies the test
station components in use during the test. The components are then mapped
across those generic regions which will be referenced by interaction frames in the
prototype Maintainer's Associate. The final step is to identify the pins and test
points associated with each region. A technician would do this by looking up the
various components in the appropriate technical orders tables and/or schematics;
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Address/
Subaddress Information
Unit Code Code Function

SWITCHING TRU 1-3 -
Stimulus Switching S

) Relay group: tens digit

) Relay group: units digit

) Stimulus relay set

) Stimulus relay reset
Transfer directly

Transfer on time limit
Transfer on go

Transfer on low

Transfer on high

Transfer on on-off response
Transfer on no-go

(A IRV RV IRV RV BV AV B RV S R
L}
00 N N\ £ W N) =

Set stimulus relay 05/2,
Transfer signal directly.

Figure 9. llustration of the Translation Process for Automatic Test
Programming.

the accumulator works the same way. Using indices derived from the identified
components, the appropriate tables yield signal location information for each of
the generic regions. Nearly 30 technical orders tables and schematics have been
encoded for use during this process (see Appendix A) .

It was orginally thought that the accumulator could obtain all necessary
information (input and output signal values, signal source, stimulus and response
relays, and the measurement device for the test) from the decoded test program
set. However, although it is true that most of the tests use all of these
components, there are some tests which use only the signal source and stimulus
relay(s). Still other tests do use all the components, but they are identified in the
test program set for a test which has already been run. Further, the expected
signal value for the response side of the test loop is not always present in the test
program set, To handle these variations in programming, specific rules were
developed.

Multiple stimulus sources. There are two types of signal sources for
the 6333: hardwired signals whose voltage never varies; and signals produced by a
test station device, such as the Ratio Transformer or Signal Generator, whose
voltage is determined via the decoded test program set. Hardwired signals are
simply power sources which are connected to a stimulus relay. The relay acts as a
gate to halt the flow of current or allow it to pass through to the UUT. When the
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relay 1s set, the hardwired signal source is active; when reset, the source is not
used. In this way a hardwired signal source can be set in a given test, but used in
many subsequent tests. The state accumnulator uses each active hardwired signal
for each test until a command is encountered (from the decoded test program set)
to reset the associated relay, thus rendering the source inactive.

In the test station there are several devices that are activated by the
appropriate setup commands and that may be used to generate a signal. In
addition, each source is connected (just like the hardwired signal) to a specific
rela . The relay must be in the proper set or reset position to allow the current
to pass freely. A given test uses only one signal input from a given signal-
procducing device; however, a single test program number may generate numerous
source/relay combinations. For example, test number 301982 instructs the Signal
Generator to generate three separate stimulus signals, while the test itself makes
use of only the first signal. The accumulator keeps track of each signal
separately, using the first signal to set the test station state for the current test,
the second for the next test, and the third for the next test after that. In
addition, the signals so generated remain active as long as the associated relays
remain in the proper set/reset position. This means that the three signals
generated in test 301982 may be reused several times, as with the hardwired
signals. The difference is that only one of the three signals may be used for each
test, and the accumulator must use them in the proper sequence: first, second,
third, first, and so on.

In most cases, both signal types are present in the same test. Any
experienced technician would troubleshoot the paths designated by each of the
source/relay combinations. The Maintainer's Associate must provide signal
location and value information for all paths in order to properly duplicate the
human troubleshooting process. This is accomplished by providing several
instantiations for the generic regions, all of which are associated with the same
test number. Test 301982 contains four such signal sources: the FCS Power
Supply, the Signal Generator, a hardwired signal routed through relay 10/1, and
another hardwired signal routed through relay 05/0. The accumulator recognizes
those cases when more than one signal source is present and generates a set of
instantiations to represent each source. Rule-Kit, in turn, provides the
inechanisin to query first one set, then the next, until the malfunction is found.

Variations in response signal designation. The majority of tests
set a4 response relay which routes the output of the UUT to some measurement
device. For these tests, the response relay and measurement device(s) are
identified by the decoded test program set. lIdentification is straightforward and
tne accurnulator needs no specialized rules to set the state of the test station; the
signal value is calculated using upper and lower limit values found in the test
program set. There are a number of wys, however, that this scenario may vary.
In some cases, the response signal is not routed through the test station.
Troubleshooting such a test requires signal location and value information for the
stimulus side only (from signal source to UUT), and the accumulator need not
attempt to identify the response side (from UUT to measurement device). In
another case. no response relay or measurement device s designated in the test
program. set hncause the devices from the previous test are reused . Still other
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cases require complex arithmetic maneuvers on the part of the accumulator (or
the technician) in order to determine the signal value coming out of the UUT.
. These complex cases were eliminated from the present prototype development
effort.

o

]
r '.

-

Data vs. knowledge: The final parser output. The generic regions used to
capture the state of the test station for any one test are not always used for
every test. In other words, although 40 po‘ential regions have been identified, for
any given test only a subset of these may be used. The troubleshooting strategy
inherent in the Maintainer's Associate, however, successively refines a problem
space comprised of all 40 regions. This makes it necessary for the parser to
provide instantiation data for all regions, not just those which are used in the test.
For regions which are used in the test, the signal location and value information
are output in the form described earlier (REGION-NAME SIGNAL-LOCATION
SiGNAL-VALUE). For unused regions, the system is specifically alerted to the
assumption that a region that is not in use cannot be at fault. Therefore, the
parser output is not data but knowledge. The parser provides the actual fact that
would have been asserted by Rule-Kit had an interaction frame been run absolving
the region. This fact is of the form (REGION-NAME TEST OK). When the unused
region appears in the refinement list during a consultation, this fact already exists
in working memory via generic region instantiation at the start of the
consultation. The fact causes an evidence rule to fire, absolving the region of
blame without having asked the user to make a test.
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The Glass Box Editor

The glass box editor operates concurrently with Rule-Kit consultation
sessions. In developing the editor, DRI provided the ability to add, change, or
delete data in the knowledge base by suspending consultation and entering an
editing environment. When editing is complete, consultation is resumed with
knowledge of new data and the changes.

When the editor is invoked, the screen is comprised of three windows:
[ the consult window, the refinement window, and the test queue window. Figure
s 10 shows all three editing windows, as well as two other windows the user may
J access for further information: a text window and an evidence window., The
consult window shows the interaction frame message which is seen by the user

during run time. The refinement list and test queue windows, which are available
. with the consult window, are also displayed. When activated, these two windows
- provide the ability to edit the associated probable cause rules and interaction
frame templates. The refinement window also provides the mechanism by which
the evidence rules associated with 1 selected probable cause can be displayed or
edited. Finally, the text window is activated whenever necessary to display or
edit text, such as the text message in an interaction frame.

. At some point in a consultation, the user imay suspend the rcasoning
" process by entering the word "suspend” in response to the prompt from an
K= interaction frarne. Once suspended, the mouse processor keeps track of any
: movement or action. If the rnouse moves or a button is clicked, the ouse
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processor initiates the appropriate action to be taken by the editor. Editing
continues until consultation is resumed via a mouse command. This causes the
refinement list and test queue to be regenerated and the interaction frame at the
top of the queue to be run.

User Interfaces

The normal Rule-Kit consultation mode, in which the user responds to
questions presented in interaction frames, was augmented with four user
interfaces as part of the design process (see Chapter 2). These interfaces were
partially implemented in the prototype Maintainer's Associate. The four
interfaces are titled HOW, WHERE-FROM, WHERE-TO, and MARK & RETURN.

HOW. The HOW interface accesses engineering data and other support
information, such as removal and replacement instructions and alignment or
calibration procedures. Selection of the HOW key on the keypad provides the
technician with a brief explanation of the required procedure. For example,
Figure 1l shows the HOW display for setting up the digital voltmeter. The
principal focus of the present effort was the development and use of diagnostic
knowledge (troubleshooting procedures) employing Al methods, not on the
development and display of procedural information. Separate projects in the IMIS
program (the Computer-Based Maintenance Aids System and the Portable

To set up and use the oscilloscope for testing, refe- (-

1.0. 3307-17-15-2, pages- 4-8 through 4-10.

(Eg: To measure an expected 60 Hz signal, set Time/cm tc
[0Omsec]

60 Hz ‘ Time - cm
= 60 cycles.."';ec . . B , set to 1O msec

= .0lek7 sec"cycle

: . . Une full cycl
= 1667 msec.-’cycle re Tull cycle

(wave) = 1B6.6 msec

Figure 11. Sarnple HOW Frarme from Maintainer's Associate Display.
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~ Computer-Based Maintenance Aids System) have investigated presenting and
o displaying this type of information. Therefore, although access to this type of
. information was incorporated in the prototype Maintainer's Associate, only two
- illustrative HOW frames were created: one for setting up the oscilloscope and
Y one for setting up the digital voltmeter.

o,

e WHERE-FROM. In the prototype, this interface was implemented as an
Dy audit trail of the consultation in process. By pressing the key labeled WHERE-
s FROM on the keypad, the technician is shown the path of the consultation up to

that point. When Rule-Kit establishes and refines a level because the correct
h assertions already exist in working memory, the technician does not see an
4 interaction frame. The audit trail records the interpretive process regardless of
. the presentation of interaction frames. Thus, the parser's assertions may cause
'y the interpreter to find a winner without having to ask anything of the technician
and the audit trail may include entire establish-refine cycles not apparent in the
consultation's series of interaction frames.

[{ $.ﬁ

:,:: Figure 12 shows two sample screen displays created by the WHERE-
T FROM option. The screen is organized by levels of refinement. The first level is
- a list of all assertions made by the parser at the beginning of the consultation;

that is, those facts that were asserted, based solely on the test number at which
= the fault was manifest. Each subsequent level of refinement presents information
& corresponding to the interpretive process of the Rule-Kit inference engine. For
o example, in Figure 12 these include the refinement list (a list of probable causes);
the interaction frame to be run, together with a list of the points ascribed to

" probable causes for each outcome; the outcome of the interaction frame; and the
' name of the winning frame.
::: WHERE-TO. Selection of the WHERE-TO feature results in a display
=~ which contains information on the expert system's pendmg processes, as shown in
:.- Figure 13. This interface is intended for situations in which an interaction frame
-{: asks the technician to make a measurement and report the results. If the
t technician has questions (e.g., "How are you going to use that information?" or
. "Why are you asking me that question now?"), this display explains the name of
“ the current interaction and its cost; the name of the currently instantiated
parent; and a list of the possible outcomes of this test, along with the number of
[~ points to be ascribed to each probable cause. With this information, the system
:\; states: "l have determined the fault to lie within this probable cause and the
- following test is requested to help me assign points to each of these probable
n causes now under suspicion."
- MARK & RETURN. This interface is a first-approximation of a
-l capability of the Maintainer's Associate design which enables the user to "browse- ‘
- and-jump-ahead." When activated by pressing the MARK & RETURN key on the )
~ keypad, a small flashing box appears in the corner of the display to indicate that
i the interface is engaged. MARK & RETURN functions like a bookmark. It allows
e the technician to move ahead in the consultation and answer questions without
o actually making the measurements. During this browse of the consultation
.. process, WHERE-FROM and WHERE-TO are also active. Thus, in each =
o8 successive interaction frame, the small flashing box lets the technician know that 3
" Y
o 3 -
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Poss Cause = stimrelay stimsource

Poss Cause = stimulus-side
Poss Cause = response-side
Run Test = stimrelay
 Asserted = stimrelay test not-ok FF
: Evidence .= stimulus-side 100 |00
New Level 2, Civen - stimulus-side
Poss Cause = stimrelay. stimlogic
Page 2 of 3

Poss Cause = stimsource
Run Test - stimsource-output

Swnple WHERE-FROM Frames from Maintainer's Associate Dislon,
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when the MARK & RETURN button is pressed again, the system will reset the
consultation to the point where MARK & RETURN was originally requested by the
technician,

Test = stimsource-output, Cost =

Symptom = 301982, Given = stimulus-side
stimsource-output test ok > stimrelay stimlogic ® 100
stimsource-output test not-ok > stimsource ® 100Q

Figure 13. Sample WHERE-TO Frame from Maintainer's Associate Display.
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CHAPTER ¢ KNOWLEDGE ENGINEERING

Iniroduction

Knowledgze engineering has been descrited as mere of an art than a
science, This is Juz to the complexity inherent in extracting, understanding, and
reprosenting the kiowledge of expoerts in the cdevelopraent of a computer-based
svatenn, It is no surprise that the task of knowledge acquisition (i.e., extracting
snewledse [romm an expertt soa noalor bottlemeck in the development of expert
systems. Attempts have heen micde 1o stroecture the anowledge engineering task,
to auteinate the process with expert system fevelopment tools and CAD/CAM
sses, even to eliminate it by Jevcloping sophisticated interfaces that would
dtow sublect-matter experts (SMES) to develop rule bases for expert systems

directly,

ProCe

In this chapter, the kinowlegue engineering process used by DRI in the
degeloprment of the Mamntamer's Associate s described.  Following a brief
description of  task purpose and overusll appreach, this chapter presents the
specific processes involved in the two-icvel development of the Maintainer's
Associate rule base and discusses the results of the effort and its relation to

releyant kpowledge engineering tssiues.,

Backgrournd

Grrer g hclee, technicians tend to rely on symptom-based approaches to
sowve teoublosheoting problemns. The symptom-based approach, in which the
tecranicran fooks for a rmatch between the symptoins of a past fault and the
carrent osvinotoimn, ds easily incorporated into expert systems.  Although more
tcsconsanang, speciflcatior-based methods are usually more accurate. Relying
vioan analysis of the function and structure ¢f the device under consideration,
s ctfication-bases wethods include exhaustive searching for faulty components
(oractical oniy for relatively small sets of possible faults) and reference to a
normal tanctioning noadel. Using the latter methoo, the technician constructs a
catal ooodel of the device ina niormal functioning state and develops a set of
voottesos ke "what would happen (i)' then discrepancies between the device
cnder test and g normal functioning device lead to identification of faulty

P T R Qther inetiods, including half-split, bracket, and uncertainty

ey

ot technigne s are enbancinoopts to Lasic mmethods and help reduce the
Chor sl siopee o the enhignn e arou,
: s pn ChmesterCpectroe G0 troahleshooters use both heuristic
oo L o D Uennor-h ce ) oncoaches tosolate faults in
Pl e L xert wyste s ceneral have oo e or the other approaches as
1 ' A o '
Lse Farorne Aeyeiopent of the rule 500 One goal of the knowledge
crgntiecnsiag oo nent o of  this propect therefore, was  to capitalize on the

mterrelatedness of the two approaches and se both 1in the development of the
rale Hose. The ooethod wos to commpile specification-based knowledge into a

7
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N diagnostic test tree and overlay symptom/fault information as additional branches

> or tests.

'l

R, o .

S Assumptions

i

:-:‘_:- The troubleshooting environment for this prototype is a complex

SASA environment. Electronic maintenance equipment is inherently complex, and new

b Jevelopments in equipment design have increased the complexity. In order to test
the concept of applying expert systems to this environment, several assumptions

el were necessary.

1 - Single fauli assumption. In the real world of automatic test equipment

[ (ATE) modeled in the prototype, faults in the electronic assemblies and

subassemblies can trigger secondary faults which must be located and repaired
before ful! system capability is restored. Development of a rule base to account

_".f{'.j for all possibie combinations of faults was considered a task too expansive for the

present effort. Therefore, an underlying assumption of this task was that only a

- singie fault is present in the equipment. Identification of that single fault was the

Lo chjective of the diagnostic tree.

o Nonintermittency assumption. A second assumption was that the fault

o manifest in the system Is nonintermittent; that is, it is a hard fail which is present

at the same point on each rerun of the test sequence. An intermittent fault,

- which may or may not be present on repetitive tests, leads to inconsistencies in

.-\:-'_-: the diagnostic process. Although intermittent faults are common and present a

i serious maintenance problem, the expert system developed for the Maintainer's

Associate was not intended to address this problem.

.'--.)

‘O Test number associated fault assumption. A sequence of tests is

S automatically run by the ATE and interrupted upon discovery of a failure in the

‘a process of automatic fault isolation. Each test in the sequence of tests is

- identified by a test number. It is possible that a failure of a component can occur

‘ " at any time in any part of the ATE, even when that component is not involved in

' the particular test which is being run, An occurrence of a fault under these

A conditions woulcd be extremely difficult to identify, since the expert system

N developed for the Maintainer's Associate is keyed on the decoding of the

oy programming associated with the test number which fails. Therefore, these

Vel haphazard faults were not considered in the system; only components associated

— with the areas of the ATE which are currently being used for a specific test were

[+ considered in the suspect set.

.~

-

O

oy Approach

o™ <

5

In order to accelerate the knowledge engineering process, the proposed
problerm domain was divided into two separate levels, and rule base development

T procecded at each level in parallel. The first level consisted of the rules which '
:‘.-'._: isolated the malfunction to a particular TRU in the 6883 test station; the second \
N 38 3
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level focused on the identification of a specific fauity component within the
Flight Contro!l Simulator (FCS) adapter TRU. Because levels are hierarchically
related (Level I is determined by Level I rules), a generic approach was adopted
for Level I which allowed independent Level Il development., Thus, two somewhat
different knowledge engineering strategies were employed.

Both approaches relied on fairly conventional sources of knowledge,
primarily technical documentation and SMEs., The two SMEs for this effort were
7-skill-level avionics instructors from Air Training Command who were
responsible for 6883 and related automatic test equipment (ATE) at Lowry Air
Force Base, Colorado. Two supervisors from the intermediate-level maintenance
shop at Cannon Air Force Base, New Mexico, also contributed technical
expertise. All of the SMEs were responsible for providing information on 6883
operation, troubleshooting strategies, training objectives, and field maintenance
activities.

Level I Development

Level | consisted of the rules and interaction frames necessary to isolate
malfunctions to the TRU level. This task required: (a) development of a test loop
which would be applied for all troubleshooting scenarios; (b) identification of a
troubleshooting  strategy  which reflected the interdependencies and
interconnections of the components of the test station, the training and
performance objectives of classroom and on-the-job training, as well as skilled
technician rules-of-thumb where appropriate; and (c) development of a rule set
which captured all of the necessary information into the Rule-Kit architecture.

The test loop shown in Chapter 1, Figure 3, is a simplified model of the
ATE which presents signal source, signal switching, routing to the unit under test,
and signal measurement. For the development of the rule base for Level I, a more
complete and complex representation of the ATE was required because
troubleshooting to the TRU level required representation of the possible set of
TRUs in the schematic, as well as the interconnection of the TRUs via cabling and
wires.

1lhis enhanced test loop was developed from technical documen-
tation, SMEs, and prior knowledge of the ATE. Several schematics of
the ATE were available in the technical orders, but none presented the
test station in a way which would easily lend itself to development of
a troubleshooting strategy or to development of a set of rules. The
existing schematics were, therefore, synthesized into a single sche-
matic with sufticient complexity to adequately represent the AlE as
perceived by an SME, while contining the level of complexity to that
which wculd be familiar to the target audience. T1This synthesized test
loop schematic was shown to botn instructor and field SMbs in order to
define the relations of the test loop areas which represented specific
TRUs and their interconnections. 1he final test loop schematic is
shown in Flgure 14,

Establishment of the test loop schematic led to development of a
troubleshooting strategy which reflected the troubleshooting approaches of all
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four SMEs. Reaching a consensus regarding troubleshooting starting points and
test/measurement sequences was critical to the process. When discrepancies
arose among SMEs, justification was sought for each position and a resolution
reached on the best alternative. This process also helped fine-tune the test loop
schematic. Both standard procedural approaches and individual SME heuristics
were sought to develop the diagnostic tree,

Establishing the test loop schematic and diagnostic tree facilitated Level
I rule base development. Using an establish-refine approach, the rules
incorporated a starting point general to all troubleshooting problems, and a
diagnostic tree of ambiguity groups resulting from test outcomes. The diagnostic
tree consists of levels of refinement and nodes associated with each level. The
nodes in the tree are either virtual (representing a set of actual nodes or test
station components) or actual (representing a specific test station component). A
part of the diagnostic tree developed for the stimulus side of the 6883 test station
is shown in Figure 15. The complete diagnostic tree was based on the structure
and function of the ATE, the ease of testing, the cost of testing, and the
likelihood of component failure.

Stimulus-
Side
Stimulus Source Stimulus Relay/
Stimulus Logic
Regions
* * :
Stimulus Assembly Stimulus Assembly ‘
* Input from DATAC
*

Figure 15. Partial Structura! Representation of the F-111 6883 Converter/Flight
Control Systems Test Station, Showing Relationship of Actual (*) and
Virtual Nodes.

o Level Il Development

Level II of the knowledge base development consisted of rules that
directed fault isolation within the FCS Adapter. Unlike Level ], rules at this level
were specific to the FCS drawer and were not designed to apply to additional

4]




TRUs. Development of this rule base was relatively straightferward and can be
described best as a five-stage cooperative process between knowledge engineers
and SMEs. First, a hierarchical structural representatior of the FCS was
constructed, based on the schematics, reference designations, and parts
breakdowns provided in the technical orders. Figure 16 shows part of this
structural breakdown for the FCS. Second, using the functional description and

FCS Adapter
A4AL

75 VvDC Programmable Feédback Operational
Power Supply AC Amplifier Resistor Network Amplifier

A4A1PS] A3ALA6 ALALAL A4A1PSI

~
~
~
Electronic Relay Resjstor
Component Assembly A4A[A6K] A4ATA6R]
A4A1A6AR]

Figure 16. Partial Structural Representation of the FCS Adapter, Including
Reference Designations.

block diagrams, a functional representation was developed. For the FCS, three
basic functions were identified and are shown in Figure 17. The third stage
required reconciling these two representations into a single systemn mode! which
related structural components in a functional hierarchy. Although this approach
was generally consistent with the reference designations, some components (e.g.,
chassis-mounted parts) were redefined to facilitate this process. Fourth, a
troubleshooting tree was constructed from the system model using the following
basic guidelines in addition to the basic research assumptions:

I. At the point where the FCS troubleshooting is initiated, the fault
has been unambiguously isolated to the FCS.

2. Each step in the troubleshooting process distinguishes at least one
alternative in the next level of the system hierarchy.

3. The order in which tests are prescribed is dictated by factors that
include cost of test, likelihood of failure, and case of repair.
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4. The level of detail represented in the final tree extends only to the
first replaceable/repairable component; subcomponent failures are not identife.

Figure 18 shows a portion of the resulting test tree for the FCS which is expanded
to include decision points that are internal to the Maintainer's Associate svsten,
as well as those requiring technician input, The final stage in the knowledge
engineering process consisted of translating the troubleshooting tree into
individual rules for entry into the prototype knowledge base.

Fach node
corresponds to one or more interaction frames in the system.

FCS Stimulus
Generation

.

Power Supply Roll and Pitch
Function Simulation

Amplitude Moduiction
and Repetitive Step

c &

Roll and Pitch Servo-Solenoid
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Figure 17. Partial Functional Representation of the FCS Adapter.
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[ . For the current Maintainer's Associate prototype, DRI developed a total
oy of 52 interaction frames, 130 probable cause rules, and 130 evidence rules. Of
:-: these rules, appreximately 60% were associated with the generic Level [ of the
o knowledge base, and the remaining 40% were associated with Level II. If it is
o assumed that the FCS drawer is fairly typical of all 6883 TRUs, subsequent

expansion of the prototype problem domain to include additional components can
be estimated at approximately 125 rules (total probable cause and evidence) for
N each new TRU.

More important than the number of rules, however, are the results of the
i krowledge engineering process in terms of the nature of the rule base and its
structure. That is, in what ways did the outcomes of this process support or
disclaim conventional expectations regarding several elements of the knowledge
engineering task, including the role of subject-matter experts, the representation
of troubleshooting test loops and strategies, and the types of rules that result?
Admittedly, the Maintainer's Associate rule base is likely to represent only a
subset of the actual troubleshooting processes that might sbe undertaken by
experienced technicians, because SMEs often employ more information than they
report or are even aware of using. However, the consistency of information
obtained from the four SMEs contributing to the data base suggests that this
effort has accurately reflected troubleshooting in avionics maintenance. For this
reason, a number of issues which have general implications beyond the present
project are addressed. These include approaches to device modeling, the use of
heuristics, and the selection and role of SMEs.
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It is generally assumed that an experienced technician's knowledge in a
given troubleshooting situation takes the form of a mental model of the device
under test, These models are not isomorphic representations of device
topography; but rather, they are composed of a number of interrelated and
overlapping structures that are often hierarchical in nature. As is evident from
the preceding descriptions of Level I and I development, the prototype
Maintainer's Associate rule base shares many of these characteristics. For
example, rules are hierarchically organized; they include both structural and
functional relationships, and are not entirely parsimonious in terms of the devices
represented.
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However, there were several aspects of the experts' mental models that
were not easily captured by the knowledge engineering process and Rule-Kit
architecture, These ambiguities presented special problems to the knowlege
engineering task and are briefly described. First, because a single
representational forrmat was imposed, the resulting rule base was limited to only
the most critical interdependencies. Although the system allowed structural,
operational, and functional information to coexist in the rule base, a
comprehensive representation of all three was not practical.
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Second, it was sometimes difficult to restrict the SVE: 1. 1.
issumiptions of the prototype and the limits of the selected problem spare. |

.~
1y e N

LA K

skipped directly to that specific level of detail, even though an intormes i
evel, such as a component assembly, was more appropriate in viea o .

always correspond with the meaningful levels used by SMEs.  Therefore, fiovibic
criteria were employed so that the resulting rule base was comprised
meaningful units at various levels of structural detail. Fourth, it is possible for oo
overlap of functional, structural, and operational information to occur, I or
example, fuses located on the TRUs of the ATE can be both indicators of fauits
(symptoms) and faults themselves. That is, a blown fuse implies a funct.on |
irregularity in the test station and until it is replaced prevents normal operatio
of the test station. In addition, a blown fuse may imply a fault in the TRU with
wiith it is assoclated or in another TRU which is sending a (faulty) signal > o
TRU housing the fuse. Finally, it was found that the boundaries between ey o
s or cornponents could not be easily represented in the Rule-Kit for .

s 8 B3 _1 .
5,8, 0,
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F Cabling and other connections are common sources of problems in the 6531 10,

. “tation, yet malfupctions of this sort lie in the interface between regions, i,
b: therefore, cannot be attributed readily to a single component, For exaripic, .
of u firm interface between two pins can result in a test failure, even thouy)
nerie of the pins is broken or in need of replacement. The space between them, i
it is identifiable as an element, is at fault.

One solution to this interface problem is to consider each to be u distindt
. con ponent that, when operating properly, is completely passive with respe:t 1o

the s'unal being propagated. However, carried to extremes, incorporation of rutes
to widdress these interface "regions" could cripple the system. A second solition
would be to arbitrarily assign interfaces as input or output elements of speoifrs

TRI or components, rather than as distinct components. Although cert el
. fasible, the successful use of this solution requires extensive reliance on SNFs to
corsistently assign individual interfaces. In the present effort this issuc of

fandiimg faults in interface areas did not prove to be a serious concern. Alost
interface problems occur in the attachment of the LRU adapter and LRU to the

. tost station, and these problems would be identified and corrected during t' .«
N sitbstitution of the shop standard LRU, Secondly, troubleshooting requires the
_:{ retoval of cables and other connections to perform signal measurements. During
~ this process, faults related to poor interface connections would be purposely o

incidentally 1dentified and corrected. Finally, in the opinions of the project S\F -,

N the hikelihood of an interface connection fault within the ATE is small. Interi

C.oe corponent interconnects are rarely if ever manipulated, and that limits 1
- opportunity for misalignment of pins.

A particular type of rule often prominent in the troublesiwcii .
tter ture s the heuristic or rule-of-thumb., Heuristics are consistent with the
- ©o tioonan's general troubleshooting approach and dictate jumping atind
r;'
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example, since relays are a common source of malfunction, SMEs sororn.

Maintainer's Associate design and the technician's task. A third problem, »« it
to the previous two, was that arbitrary limitations on the system mode! aid o
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likely solution, rather than systematically considering all alternatives. Sometimes :
the likely solution is incorrect, of course, and the technician must backtrack and -
try a different alternative. It was anticipated that heuristics would play a

significant role in the development of the Maintainer's Associate rule base
because experts often report using them to identify malfunctions. As a result, o
jumping and backtracking capabilities were incorporated into the Maintainer's -
Associate system to accommodate rules of this type (see Chapter 3). N

However, the SMEs consulted in this project made almost no use of
heuristics even though they were encouraged to do so. A number of explanations
for this unexpected finding were considered. One possibility was that, since the :
primary SMEs were instructors rather than field technicians, their approach to
troubleshooting was essentially pedagogical, and thus sytematic, rather than ~
pragmatic. Furthermore, since neither instructor SME had substantial field -
experience, they may simply have been unaware of useful heuristics. Constraints
on field maintenance such as time, personnel, and operational readiness, may also -
provide a possible explanation, because these factors are not evident in the &
school environment. Finally, it was thought that the particular problem domain ]
selected for the prototype, especially the FCS, might be atypical with respect to
the use of heuristic rules. To examine these explanations, the Cannon Air Force
Base SMEs were consulted. They could suggest no additional heuristics for the
rule base and noted that heuristics were typically device-specific or aircraft-
specific rather than applicable at a general systems level. That is, particular test
stations or aircraft have idiosyncratic malfunctions that recur under certain 0y
conditions; and in these specific situations, heuristics are particularly effective. e

Another type of heuristic that is often cited in the troubleshooting =
literature involves the use of patterns of information (or symptoms) by the iy
technician. In this knowledge engineering effort, these types of rules were also -
not in evidence. SMEs generally relied on a stepwise establish-refine approach by &
focusing on a single piece of data at any one time, and patterns of information N
cnly developed sequentially in the troubleshooting process. The reasons for this ‘C'
are unclear, but it is likely that the perceived format of the Maintainer's

Associate rule base, the digital nature of the automatic test equipment, and the "
assumptions regarding the types of allowable malfunctions all played a role. .t"‘
N

Subject-Matter Expert Selection and Use

As previously noted, both training and maintenance shop environments

N
: provided SMEs for this work. The training instructors had extensive experience 2
S with the 6883 test station, but limited field repair experience. Thus, the \
.. experience of the instructor SMEs was aligned with an operational rather than a o
5 repair/troubleshooting context. On the other hand, the SMEs from Cannon AFB \
' had substantial field experience and brought the opposite perspective--less
: emphasis on representational elements which may be important to the novice .-
e technician and greater emphasis on the components particularly useful to
::: troubleshooting. This difference had subtle impacts on the knowledge engineering :
N process in that the development of the test loop schematic required substantial 4
» review, even extensive modification, to reconcile operational representativeness ~
. with maintenance/repair modeling. -
;. :~:
) [
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The potential for discrepancies between the perspectives or mental
mocels of instructors and field technicians raised the knowledge engineering
issues of SME reliability and validity. Although the knowledge engineer can seek
a consensus among SMEs on specific points, lack of personal experience with
either instruction or maintenance can limit the knowledge engineer's ability to
resolve these larger questions. Once the model of the test loop and the associated
troubleshooting strategy had been modified, all four SMEs agreed that it was an
accurate representation, This implied that Air Training Command's
troubleshooting training reflects field performance needs. However, some
disagreement occurred in the area of domain knowledge. Instructor SMEs were
more farniliar with all the areas of the test station; the field technicians knew
more about specific areas and component failure rates, which were important to
developing the troubleshooting approach.

For a particular development effort, the decision to use multiple experts
versus a single expert is most likely to be a practical one. In this project,
multiple experts were used because of their availability and because the
combination of instructor and field maintenance expertise was considered optimal
in development of the troubleshooting strategy and rule base. In practice, the
selection of one or more experts will depend on the availability of a single
recognized domain expert whose information is considered reliable and
comprehensive, the preference of the knowledge engineer for varied perspectives,
or the ability of the knowledge engineer to establish multiple working
relationships. The experience of this effort indicated that even with multiple
experts, each becomes, in a sense, a single expert because each exhibits expertise
in a particular area or subset of the domain. Conflicts that arose among the SMEs
were resolved through discussion and consensus.

Conclusion

Although the approach to the Maintainer's Associate prototype
knowledge engineering task was separated into two levels to address two different
aspects of the rule base (the generic test loop rule set and the TRU-specific rule
set), many of the same elements were involved in the development of the rule
base for each level. A schemnatic, representative of the equipment and derived
from a synthesis of existing schematics and through discussion and review with
SMEs, was developed on which to build a troubleshooting strategy. The
troubleshooting strategy was refined, again through discussion with SMEs, and the
rules which reflected the strategy were developed. These rules were reviewed
several times, especially in establishing test costs and sequences, and resulted in
the final combined rule set.

In the process, it was discovered that limitations of the expert system
architecture used in the present cffort resulted in constraints on the ability to
translate the SME systemm mode! to the rule base. In addition, heuristics,
frequently given emnphasis in expert system literature, may not be suitable to all
systems. Their main importance mav Le in systems modeling specific aircraft or
test stations, where modeling of idiosyncracies of the equipment would facilitate
troubleshooting.
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Finally, the use of multiple experts did not present significant problems
regarding system modeling or troubleshooting strategy. The opportunity to
incorporate both instructor and field technician perspectives was very valuable.
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CHAPTER 5: SYSTEM DEMONSTRATION

A principal goal in this effort was to demonstrate the operations of the
prototype Maintainer's Associate for a variety of Air Force, industry, and
research audiences. These demonstrations were designed to meet three project
objectives: (a) dissemination of results, (b) validation of the prototype, and (c)
formation of future R&D guidelines. The reactions of current avionics
technicians were of particular interest because this information provided the basis
for system validation and further development of the prototype as a job
performance aid and trainer. As a complement to this perspective, the reactions
of maintenance officers allowed project staff to assess the response to integrated
diagnostic equipment that may be expected for future weapon and support
systems,  The results of these technical demonstrations are presented in this
chapter.

Demonstration to Avionics Technicians

Appreach

For technical personnel, a scripted demonstration was developed based
on the typical troubleshooting scenario which was introduced in Chapter 3. This
scenario began when a failure was indicated at test number 301982 in the
autornatic test sequence for the Feel and Trim LRU. By substituting a known
operational Feel and Trim into the test loop and repeating the test sequence, the
problem was isolated to the test station, Subsequent manual troubleshooting
oroceeded under the guidance of the Maintainer's Associate system, The display
shown in Figure 19, for example, requested that the technician check test points
(% and 15 on the front panel of the FCS. Eventually, a malfunction in a power
supply circuit of the FCS adapter was identified and appropriate repair action was
indicated.  This interactive sequence of Maintainer's Associate displays and
keypad responses was selected to exhibit the full range of system features within
the context of a fairly typical test station problem. The complete series of 18
dernonstration displays required approximately 10 minutes to present. Following
the scripted demonstration, technicians were encouraged to try out the
“laintainer's Associate by entering one test number from a list of 60 that the
svstem was capable of troubleshooting. Technicians would open their LRU
technical orders to the test number in question and compare the Maintainer's
Associate diagnostic strategy and specific requests for measurements to their
own, Demonstrations were conducted with no more than three technicians per
systerm to ensure clear visibility. Each session was prefaced by brief remarks
about the purpose of the system, allowed time for questions and answers, and
included a period for hands-on tryout of the Maintainer's Associate.

Two different technical groups were selected to participate in the
demonstration sessions., The first consisted of six avionics instructors from the
Air Training Cornmand at Lowry AFB, Colorado. These technicians averaged
more than 6 years of avionics maintenance experience, and all but one were rated
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at the 7-level skill classification. The second group was comprised of 10 avionics ‘
technicians from the intermediate-level F-111 maintenance shop at Cannon AFB, |
New \Mexico, who averaged approximately 2,5 years of experience. A broad range
of skilled personnel was represented in the Cannon sample, including four 3-levels,
five 5-levels, and one 7-level technician.
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CHECK. THE SIGHAL: AT ) 14 AND 15 TO DETERMINE F
THEY CORRESPOND TU THE EXPECTED w«aus OF +75 MOLTS AHD -75 VOLTS. SELECT
THE APPROPRIATE AHSWER BASED OH YOUR FINDING:

L. 5IGHALS ARE CORRECT WITHIN TOLERANCES

2. OME OR BOTH 5I0HALL ARE IMCURRECT

Figure 19. Interaction Frame for Checking Test Points 14 and 15 in the FCS.

Results and Discussion

System critiques. Critique forms were self-administered by all avionics
personnel who participated in a demonstration session with the Maintainer's
Associate.  Personnel were asked to assign ratings to each of 12 system
performance factors, using a 5-point Likert scale that ranged from "very poor" (1)
to "excellent” (5). Space was also provided for general comments and comments
al:out those features they liked most and liked least. A copy of the critique form
used is provided in Appendix B,

Table 2 shows the mean ratings for each performance factor as a
fuction of each group and overall In general, the responses were
overwhelmingly positive, with both instructors and field technicians giving the
systern a mean overall rating of 4.6. The lowest combined mean rating concerned
the range of user options (3.8) and the highest combined mean ratings were given
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for ease of use (4.8) and usefulness for training (4.8). Surprisingly, although the
system was designed as an on-the-job troubleshooting aid, both groups rated it
slightly higher on its usefuiness for training than on its usefulness for job aiding.
The most noticeable differences in the mean ratings of the two groups (field
technicians vs. instructors) were revealed in their assessment of the display
quality [ 3.8 vs. 5.05 t(14) = 5.28, p <.001], the helpfulness of explanations [ 4.6 vs.
3.5; t(12) = 4.16, p <.01], and the usefulness for job aiding [ 4.7 vs. 3.8; t(14) =
2.59, p<.05]. These latter two differences suggest that instructors may not be in
the best position to judge what is perceived as helpful and useful by less
experienced technicians in the field.

Table 2. Mean Ratings® of Svsteir Performance from Demonstration Critiques

Field technicians [nstructors Overall

Performance Factor (n=10) (n=6) (n=16)
Ease of Use 4.7 4.8 4.8
Speed of Operation 4.1 4.5 4.3
Troubleshooting Accuracy 4.4 4.4 4.4
Troubleshooting Strategy 4.7 4.5 4.6
Troubleshooting Effictency 4.3 4.0 4.2
Range of User Options 4.0 3.3 3.8
Display Quality 3.8 5.0 4.3
Helpfulness of Explanations .6 3.5 4.3
Hardware Packaging 4.2 4.8 4.4
Usefulness for Job Aiding 4.7 3.8 4.4
Usefulness for Training 5.0 4.3 4.8
Overall Rating 4.6 4.6 4.6

Scale: 1= Very Poor, 5 = Excellent

Additional comments were also favorable and focused largely on the
training potential of the prototype. A number of the technicians discussed the
need to provside more depth to the system in terms of the malfunctions covered,
explanations provided, ard technical references. The features that they
reportedly liked the most about the Maintainer's Associate included its simplicity
and training capability, its compact size, its logical (test-loop-based) approach,
and its ability to save time by avoiding the use of technical orders. Those
elements liked the least included the readability of the display (too crowded) and
the lack of depth in the range of problemns and scope of explanations in the
current prototype. Several instructors also expressed the concern that novice
technicians might becorne dependent on the device without developing appropriate
troubleshooting skills,
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Formative interviews. Individual interviews were also conducted with
five of the field technicians to assess in more detail their reactions to the
Maintainer's Associate and their suggestions for future work. Each interview
lasted approximately 20 minutes and consisted of open-ended questions about
general system operation and euch of the system interface features. The
interview guide used to support this data collection effort is provided in Appendix
B. The results of these formative interviews were generally consistent with the
critique results discussed previously. Specifically, the field technicians reported
that:

l. the message length and level of explanation provided by the HOW
feature were appropriate, but the addition of technical orders references might be
useful;

2. the graphics were quite helpful within the interaction frames,
especiaily the test loop diagram, but the screen appeared a bit crowded at times;

3. the MARK & RETURN feature could be improved by allowing the
user to begin anywhere in the troubleshooting process;

4. the WHERE-TO feature was useful but might be moreso if the
information was presented in a test tree graphic format; and

5. the WHERE-FRCM feature was critical for training purposes and
might be improved by the addition of canned explanations and/or test tree
diagrams.

Although comments were overwhelmingly favorable, additional
suggestions included expanding the problem space to other TRU and even LRU
maltunctions, adding a hard-copy capability, and providing more detailed
information for novice technicians. Technician's comments coincided in large
part with the expectations of the project staff and were typically a reflection of
the established scope of the prototype effort, rather than system design
limitatiocns or operational shortcomings. Suggestions for future system
development are considered more fully in Chapter 6.

Demonstration to Deputy Chief of Maintenance

Approach

DRI presented a formal briefing and scripted demonstration to the ‘
Deputy Chief of Maintenance (DCM) and members of his staff, 27th Tactical
Fighter Wing, Cannon AFB. The briefing explained the background, objectives, i
v and technical approach of the prototype. The scripted demonstration was the _
o sarne one presented to avionics technicians; each demonstration took about 29
; minutes followed by over an hour of discussion. The purpose of these sessions was
. to validate the Maintainer's Associate concept, not with respect to the accuracy
of its technical detail, but with respect to its feasibility from an organizational '
and management perspective,
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Results and Discussion

The discussion following the briefing and demonstration can be
summarized in three main points. First, the Maintainer's Associate, or devices
like it, were familiar to maintenance officers; and the likelihood that the Air
Force would eventually employ this method of job aiding was acknowledged and
accepted. The DCM took a realistic view of the Maintainer's Associate,
recognizing that with any new technology, there is a need for system test,
evaluation, and continual improvement.

Second, the maintenance officers were concerned with being dependent
on yet another computer system, Computer-based systems have a reputation for
unreliability and inaccessibility. The officers recommended that an adequate
backup system be provided as part of a device deployment,

Third, this group was concerned about the potential for mental
dependence on the job aid. Since the Maintainer's Associate is capable of solving
troubleshooting problems, the officers were worried that avionics technicians
would rely on the system and not develop or exercise their own diagnostic
competency. The formal briefing outlined how this issue was explicitly addressed
in system design through provision of skill multiplier features, including
maintenance training simulation. The prototype was purposefully constructed not
only to avoid mental dependence, but to actively support skill acquisition. It is
important to note that the officers' concerns with dependence reinforced the
validity of the intended purpose of the skill multiplier features--to satisfy the
need for trained technical personnel.

Conclusion

Although the technical audience for the system demonstration was
relatively small, technicians clearly validated the approach as implemented in the
current prototype. Both classroom instructors and field personnel were favorably
impressed with the performance and training potential of the Maintainer's
Associate. Their suggestions for future R&D focused on realizing that potential
and expanding the problem domain. The management audience was not resistant
to the associate concept as the inevitable solution to existing maintenance
problems with technical documentation. They were, however, concerned with how
this technology will be institutionalized, especially with respect to the potential
problems of physical and mental dependence.
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CHAPTER 6. CONCLUSIONS AND DIRECTIONS FOR FUTURE WORK

2NN

The findings of this study suggest a number of potential areas for future
development of the Maintainer's Associate system. The purpose of this chapter is,
first, to summarize the accomplishments of the current work and, second, to
make recommendations for future R&D in light of the anticipated near-term
trends in weapon support systems. These objectives are addressed as they relate
to specific topical areas of R&D in the discussion that follows.

Skill Multiplier

Next-generation weapon systems will continue the long-standing trend
toward greater complexity. By virtue of this, increased diagnostic sophistication
will be required just to keep even with current maintenance proficiency. This
increased diagnostic sophistication, however, will not include more use of
automatic test equipment in intermediate-level shops. On the contrary, the Air
Force will move toward reduced dependence on the avionics intermediate shop.
This may be accomplished through a combination of strategies, including: more
reliable LRUs, better built-in test and associated on-aircraft diagnostic
infrastructures, better integration of test strategies across maintenance levels,
better data-keeping on faults, better fault isolation procedures for flight line
maintenance, policies of continued system maturation beyond full-scale
production, and fault-tolerant design. Human involvement in weapon system
maintenance will remain, probably supported by devices like the Maintainer's
Associate. Thus, the weapon system, its automatic support systems, and the
human maintenance technician will all be more sophisticated diagnostically than
in today's systems.
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The demonstrations of the prototype Maintainer's Associate established
its diagnostic competence and appropriateness for the field environment.
Technicians perceived it as a good job aid and training device, the two principal
features of a skill multiplier, because it enables novice technicians to solve
diagnostic problems beyond their own level of competence and teaches them how
to solve future problems on their own.

One of the ways to promote skills acquistion is through problem-solving
exercises. For maintenance technicians, these problem-solving exercises
generally take the form of troubleshooting simulations. Given the fact that the
Maintainer's Associate has diagnostic competency in the expert system, and given
that it is possible to access the reasoning or inference mechanism behind this
competency, it provides the basis for construction of a troubleshooting coach. In
its basic conception (refer to Chapters | and 2), this coach is simply an inversion
of the expert system. The technician poses the questions as to where and what to
test, and the expert system answers with the (simulated) findings. The coach
forces the student to anticipate each of its own processing steps in advance; and,
if the student's next step differs from the coach's, it intervenes immediately with
corrective action. The inversion, however, can, and should, go deeper than this.
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By designing the coach to the extent that the technician is forced to emulate the
actions of the expert system's inference procedure, the technician learns a
successful general diagnostic strategy (i.e., the inference cycle of establish-
refine) and the problem-specific details (i.e., the rule base) on which it operates.

Future work should focus on implementing this coach and coupling it
with a curriculum-sequencing module and a student model to yieid a complete
intelligent tutorial system. The curriculum-sequencing module would be able to
determine what simulated fault (and what part of the troutleshooting task for
that fault) out of all possible faults would best serve to advance the skill level of
the technician as measured against on-the-job training objectives. The student
model would be a detailed record of the technician's successes and failures with
each simulation exercise.

A key outcome of this work would be demonstrating that the same
knowledge base useful in job aiding is useful in training. Were this true, it would
pave the way to the successful integration of job aiding and training and present a
revolutionary new way to develop the skills in a cadre of technicians. More
generally, the successful development and evaluation of such a troubleshooting
coach would supplement what is known about building intelligent tutoring systems.

Skill Integrator

The design goal for future weapon systems will not only change, but the
process by which this goal is achieved will be new. First, fault detection and fault
isolation concerns will be addressed as a system and the varicus diagnostic
technologies--BIT, ATE, job aids, MIS--will not be developed independently, but
as an integrated whole, Computer-aided design, engineering, and manufacturing
have already had, and will continue to have, a large impact on the design process.
This computer-aided support capability establishes a closed information loop from
design to support, and back again, throughout which the device inodel serves as
the basis of communication, coordination, and integration arnong the phases of a
weapon system. This closed-loop approach reinforces the idea that system
maturation never ends. Because of their important role in serving as a source of
information on weapon and support system performance, trained technical
personnel will always participate in maintenance. The skill integrator interface
of the Maintainer's Associate was designed to support this role.

The skill integrator works cooperatively with skilled technicians to solve
problems and capture the human technician's diagnostic insights as they arise.
The foundation for this feature is the extensible, modularized rule base of the
Rule-Kit expert system. The expert systemn architecture is capable of
interpreting, in a uniform representation, rules of inference derived from a
description of system structure, as well as informal, experientizt heuristics,
Although this basis for adding human diagnostic insights to the rule hase cxists, a
suitable debriefing interface was not implemented in the Maintainer's Associate
prototype.
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L Future work to be done on this debriefing interface offers a variety of
ra

options. Several events could initiate the debriefing, ranging from user initiative
to the system's failure to isolate the fault. In either case, the architecture and
knowledge base of the expert system could provide context, semantics, and cven
syntax in which to carry on a discourse with the user regarding a new diagnostic
rule. The problems of natural language are greatly simplified when the context is
constrained and when semantics and syntax are specified. The existing
architecture and rule base makes the notion of talking to a computer about an
insight a far more likely possibility. Successful implementation of this debriefing
interface would yield results of general interest to the field of natural language
processing.

.
L]

A second aspect of the maintainer's associate skill integrator interface is
cooperative human-computer problem-solving., Very little basic theoretical work
has been conducted in this area. The problem-solving strengths of humans and
computers have been contrasted in a descriptive way, but no prescriptive design
for combining these has been approached. The browse, jump-ahead, and
debriefing features of the Maintainer's Associate are only a beginning in what may
become an increasingly important field. Basic R&D in this area could be focused
by limiting problem-solving to troubleshooting in the electronics equipment
domain,

It is particularly important that an associate be able to work with both
expert and novice technicians in appropriately different ways. The novice may
rely on the system for all diagnostic reasoning and data-gathering. The expert
needs assistance that is flexible, because observations and preliminary reasoning
have probably been done independently.

The MARK & RETURN feature on the Maintainer's Associate
inpiemented a partial solution to this concern. This feature allows the technician
to explore where the system would go, diagnostically, given different answers to
its questions, The technician, however, is still unable to make assertions
independent of whether the assertion is an acceptable answer to the question the
Maintainer's Associate is currently posing. Ideally, technicians should be able to
take the initiative by making such assertions, both of evidence observed and of
probable causes suspected. These assertions should also be able tc be rnade
outside the context of the expert system's current state (i.e., they should not have
to match the assertions the expert system is currently processing); and once the
technician has entered these assertions, they should impact the flow of inferences
being made.

The above features represent only one of many possible design strategies
that facilitate cooperative human-computer problem-solving. It is an approach
that mitigates against the inevitable frustration experts would feel in dealing with
a system designed for novices. The Maintainer's Associate expert system
architecture provides a foundation for further development of  the
mixed-initiative approach to troubleshooting.

One aspect of the maintainer's associate concept that was not explored
in this effort was the ability to prebrief technicians. A prebriefing interface
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would integrate corporate-wide skills by providing technicians access to the MIS
records for all past repairs of the systein under test. The development of MIS
systems has been accomplished for many specific weapon systems, in the future,
these systerns should capitalize on a design to close the information loop based on
the device model, as discussed in Chapter 1. MIS systerns would also benefit from;
the notion of episodic memory and the use of Al techniques in this area {see
Kolodner, 1983} to develop the database of maintenance events, This could he
useful in characterizing and categorizing maintenance events; in recognizing new,
novel, or aberrant events; and in facilitating the return flow of infornation back
from support activities to design activities, where rectifying design changes may
be made.

For the prebriefing interface, future work should aiso he directed at
rounding out the complement of four information resources which the Maintainer's
Associate incorporates. This would include the incorporation of an interactive
gateway to the weapon systern's maintenance information system and to its
supporting technical documentation, principally schematics, illustrated parts
breakdowns, and removal, installation, calibration, alignment, safety, and other
information.

Knowledge Acqguisition

Hybrid Diagnosts

Demonstrating an efficient knowledge acquisition strategy capable of
integrating both specification- and symptom-based knowledge was a project
objective that was achieved largely by representing all rules in the
establish-refine formalism. Although no automated tools were used to develop
specification-based diagnostic rules, the knowledge engineers, in conjunction with
the SMEs, used a specification-based process. This process analyzed the structure
(topology, dependency) of the system under test, derived a diagnostic strategy
(test tree) fromn this, and converted the strategy to rules in Rule-Kit's syntax.
Although this process was conducted using the technician's mental model, its basis
was system structure, not empirical symptom-fault associations. (This process
and its results are described in more detail in Chapter 4.)

It must be recognized that however well a diagnostic system may be
operationalized using only specification-based knowledge, some faults will go
undetected because of incompleteness or simplification in the device model.
Symptom-based rules fill the gap in the knowledge base when the manifest
symptom-failure associations for previously undiagnosable faults are determined.
This project showed that a hybrid diagnostic approach offers a feasible method for
resolving this shortcoming of specification-based diagnostics. The project staff
found, however, that for this diagnostic task, the great preponderance of rules
were specification- rather than symptom-based. Knowledge engineers inttiated
their work consciously seeking out each type of inference, but in onlv a very few
cases was symptom-based knowledge employed. When found, however, it was
possible to use symptorn-hased knowledge together with the specification-based
knowlodge In a uniforin representation.

A0



-. VT TVTVTW M lie ot de Al 4 B Ao TR T T TR, TN O haS Sab Aol Bat aad Sab Bl N i Eal Saa J
L Aad Bt e T reeYw TYTwU RO wC L At ot e ey T T TO T T R TR TN TN TATORTUN PO TOR TUR LY t » EMENEAE
oW "

s ‘._’_.,(,._i

AL

Reconfigurable Systems

A major contribution of this project was the implementation of an Al
approach to troubleshooting reconfigurable systems. The 6883 test station is
really 400 different systems, depending on the LRU test number. The challenge
posed was how to troubleshoot a system of multiple states without developing
Ny multiple sets of rules. The solution was to conceive of the system at a level of
abstraction at which the system's description remained invariant across states. In
the case of automatic test stations, this abstraction was the test loop. (Other
. reconfigurable systems will have other invariant abstractions.) The system was

P

2 abstractly conceived, and the diagnostic strategy was applied to the components
n of the abstraction. This was an instance of the hierarchical decomposition
- approach to diagnosis, where the hierarchical abstraction not only rermoved detalls
‘W of connection but also of state.
*

The diagnostic strategy derived from the abstract system model
~ identified where to test (in terms of topology or dependency), but not where to
~ test physically. Although abstracted, the system itself remains a concrete
R physical object. Thus, there was the problem of how to make the diagnostic
‘_;: strategy's request to check at the input to an abstract region match the actual

corresponding physical location and expected signal value. This translation was
accomplished through use of a parser, which compiled lists of physical locations
- and expected measurement values by abstract region for each system state. The
parser's principal source of knowledge about system state was the UUT's test
program set; indeed, the test program set is what defines the test station's state.

5 The diagnostic test strategy was written independently of state, and the
. instantiation of the abstraction into a physical location and expected value was
' accomplished by the parser.

g

o
,;- Authoring System

L4

There are three types of tools that can be of particular use to the
knowle ‘ge engineer: (a) a rule base editor that operates in the context of a
A diagnostic consultation, (b) a verification routine that exercises all possible paths
through the rule base and reports inconsistencies, and (c) a system-specification-
to-diagnostic-strategy converter.

One objective of this work was to demonstrate that knowledge base
20 devclopment could be accomplished by nonprogrammers, This was achieved at the

::*:::- outset, simply due to the nature of the expert system architecture selected. In
o Rule-Kit, control and data are separated. A uniform data format is interpreted in
N a uniform way by the expert system's inference engine. Once a knowledge
‘:{::-'. engineer has interpreted a diagnostic strategy in the context of the expert

system's architecture and rule format, it is easy to develop the knowledge base.
This project made the task of the knowledge engineer even easier by providing the
ability to enter or edit rules in the context of their execution with the glass box
editor.  Thus, the glass box editor enables nonprogrammers to input and
naripulate the knowledge base. This editor may be a good starting point for
further work on the skill integrator interface. The graphics work station and the \
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:-': validator-verifier were other system development tools which helped cc aplete
Ot and debug the knowledge base. Mary routine procedural errors were detected by
N the validator-verifier and then removed.
In this particular project, an aid for converting descriptions of structure

"i into diagnostic strategies was not developed. As reviewed in Chapter [, many
WRY such tools exist. Since the knowledge engineers employed largely a specification-
k> based approach, it is concluded that this stage of knowledge base development
-‘ could be supported with a computer-based tool. The tool should permit flexible

interaction with the knowledge engineer, both in inputting the device model and in
9 interactively editing the tool's output.
R~
o Institutionalization

o 8
a

e L.

- Issues surrounding the organizational impact of a new technology must
be addressed far in advance of efforts to use the technology. Before advanced
development activities with the Maintainer's Associate can be undertaken, issues
surrounding its institutionalization need to be explored. Two institutionalization
e issues that were raised during the demonstrations at the end of this project need

further examination: reliability and acceptance. How can the maintainer's

associate system be made sufficiently reliable so that it performs reliably in an

operational environment? Once this is adequately answered, how can users be
X persuaded and convinced of this reliability so that they accept this new approach
to technical job aiding and training; and what other organizational factors will
o enhance its introduction, acceptability, and utility?

P
L]

A

ﬁ Advanced development efforts with associate systems will also require
> addressing systems engineering issues. The overall maintainer's associate system,
-~ and its development and operation, would need to be explored in detail. Ideally,
a', the system would comprise a worldwide information network, with links from the
- design engineers to the flight line. Important questions immediately arise with
respect to this scenario: How will configuration control be maintained? How and
N how often will updates be managed? How will this information, tantamount to the
5 health, well-being, and weakness of our weapon systems, be secured? What will
:: happen if the system's satellites are down? How will the system work if a unitis
L deployed to a remote area?

Systems engineering issues also extend to the classroom. The integrated
~- job aiding and training a maintainer's associate makes possible will undoubtedly
" have an impact on the Air Force's training establishment, the Air Training
‘;-: Command. Specifics of this impact need to be identified and varieties of
J‘-:: responses need to be analyzed so that changes can be made in anticipation of, and

not in reaction to, the changing technology that will bring the maintainer's
= associate to fruition.
D>
s . . .
N Due  to the success in developing the protoype, its successiul
Lo demonstration, and the maintenance concerns and scenario of the future, it is
i ~ recornmended that advanced development versions of the Maintainer's Assorciate
a
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be developed and field tested as soon as is practicable. This recommendation is

consistent with the finding of the National Academy of Sciences Committee on

Fault Isolation in Air Force Weapon and Support Systems. The prototype, without

. any of the enhancements possible with exploratory development, if scaled up to a

- realistic scope, could prove to be a useful and acceptable advance in weapon

. systems support. The deployment of such a maintainer's associate system for an

. Air Force weapon system is an achievable near-term goal. In preparation for this

p- - goal, serious studies of the ben~*'ts, costs, and risks of the maintainer's associate

. need to be undertaken. As a first step, this project has helped define the
concept, reduce the risk involved, and identify the benefits that might accrue.
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:‘:i: APPENDIX A: TECHNICAL DATA FOR PARSER DEVELOPMENT
)

o Technical orders
" manual Figure

33A1-378-2 8-2
4 33A1-10-112-2 8-1
:-g 33D3-9-99-2 8-1
Q

e 33D3-9-100-2

(o]
1
N

P 33D3-9-101-2
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33D3-9-102-2

1

w0 ON
U
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33D3-9-103-2
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33D7-15-2
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33D7-42-1-132

33DA8-21-2 8-2

o SA9-2-42-28-1 2-10
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APPENDIX B: DATA COLLECTION INSTRUMENTS
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CRITIQUE

Please take a few minutes to record your impressions of the prototype
Maintainer's Associate (MA) that has just been demonstrated. Your comments are
vital for evaluating the success of the project to date as well as for determining
the direction this research might take in the future. Thank you!

What is your current skill level?

How many years experience do you have in electronics maintenance?
How many years experience do you have with 6883/73 test equipment?
Did you actually use the MA? or just observe the MA?

How would you rate the performance of the MA system on the following factors:

Very Poor Excellent
Ease of use? 1 2 3 4 5
Speed of operation? 1 2 3 4 5
Troubleshooting accuracy? 1 2 3 4 5
Troubleshooting strategy? i 2 3 4 5
Troubleshooting efficiency? l 2 3 4 5
Range of user options? 1 2 3 4 5
Display guality? 1 2 3 4 5
Helpfulness of explanations? 1 2 3 4 5
Hardware packaging? 1 z 3 4 5
Usefulness for job aiding? 1 2 3 4 5
Usefulness for training? I 2 3 4 5
Overall rating of performance? 1 2 3 4 5

What did you like most about the MA system?

What did you like least about the MA system?

Any other commernts?
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INTERVIEW GUIDE
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Date:

P s
535

Time:

;

i
4 s

Location:

Subject:

"-f;,-} Interviewer:

- 1.  Read the following instructions:

"The purpose of this tryout session is to get your honest reactions
to the various features of the Maintainer's Associate. This is a
prototype system, and your comments are important for future

’.
R
7 P

. '“\'; development efforts, For the first part of this session, I would like
* to guide you through a possible troubleshooting situation,
. collecting your reactions (if any) at each step in the process.

2N During the second part of the session, you will have an opportunity

e to try out the MA system entirely on your own."

RN

oo

g

' 2. Begin the demonstration part with the SME entering all choices. Try to get
« comments on the following features as they seem appropriate.

. ’v

,)n";.'

! ::.d a. HOW

el , .

iy Appropriate level of explanation for 3- and 5-level
) technicians?

+ Tl
o,

20
W

"N Message length OK?

¢ ‘*:41
",

L N y
\ L]

e Need additional details, references, or diagrams?

N
D
S
b. INTERACTION FRAMES
b . . .

o Are directions clear?

.::.:‘:
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Does the system have the right 'associate' tone, or too

g.. authoritative?
- Are the graphics useful?
‘W Are the alternatives clear and appropriate?
> c. MARK & RETURN
::’ Is this feature useful?
A
:
X Is it easy to use? What would make it better?
':{
- d. WHERE TO
o Does this feature give you enough explanation?
- Is it useful?
v What might make it better? Test loop diagrams? Binary test
- tree?
-
) e. WHERE FROM
:'.'.-'.‘ Is this feature important/useful?
‘T.':
__| Is the information presented clearly?

RSN
B S

- What might make it better?
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R 3. Allow the technician to try out the system for a short tirne alone. Record ~
by any comments or problems. -
< 3
..." . ]
e !
" 2
: 4. Question the technician about additional features and future plans for the '
- system (e.g., possible notes file, simulation capability, canned why's). o)
5. Question the technician about hardware features. »
':x' -\"-
N‘.“ -~
b a. Speed of response -
~ PR - &
.:._- 1_.:
N b. Overall size o
:::t
Y S
- .
r.! . . Y
mij c. Display quality o
n
-- R
— d. Input mode o
n
- '
N g
:\ 6. Have the technician complete the standard CRITIQUE and attach to this ek
N form. A
-“\ )
L2, Ny
’ e
IIJ c.--.
N I §
..:.; _4:‘_:
-
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